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Introduction

This attack archetype focuses on a malware 
attack that targets an individual or single 
organization  There are a wide variety of 
scenarios that involve malware as one com-
ponent of a larger incident  However, this 
archetype examines a narrow type of attack 
involving one compromised computer by a 
remote access trojan, or RAT  This type of 
malware can be developed as custom soft-
ware by the adversary, or it may be one of 
the many commodity RATs sold on the black 
market that are ready to deploy and use  
These are typically the payload at the end 
of a chain of steps that exploit the victim’s 
computer  The initial step can be what is 
called a “drive-by” where, similar to a phish-
ing attack, the victim clicks a link  This expos-
es the victim to an exploit of a vulnerability 
in the browser, plugins, or OS  With better 
browser security and deprecation of Flash 
and Java technology, this type of attack is 
becoming less frequent  More frequent is 
a malicious file attachment sent via email. 
One specific form of this type of attachment 
is a malicious document such as Word or Ex-
cel which then contains the exploit or a mac-
ro  This is an ever increasing form of this 
type of attack  The commodity version of a 
malware attack typically has criminal finan-
cial motivation and much of the time ends 
with ransomware  This archetype, however, 
deals with malware attacks perpetrated by 
adversaries who either are or are related to 
nation states with the goal of oppression, 
intimidation, suppression, or espionage  
These attacks can allow an adversary long-
term access to the victim’s computer and 

are especially dangerous 
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has been non-governmental organizations 
(NGOs), such as advocacy groups, human 
rights organizations, nonprofit organiza-
tions, and think tanks focused on public pol-
icy, international affairs, or security ”1

Social, Political, 
and Economic Context

The context around a particular malware 
campaign can be used to determine the ad-
versary-victim relationship  According to the 
Diamond Model of intrusion analysis, this 
relationship is the social-political axis of the 
diamond 2 There are two main components 
of an attack that this context can inform  
The first is the motivating factors behind the 
attack  There may be an event that has oc-
curred within the region or area in which the 
victim operates  Additionally, the adversary 
may be seeking to suppress information or 
silence speech about a particular event  Al-
ternatively, the goal may be to steal infor-
mation from the victim to be used at a later 
point in time for intimidation, harassment, 
doxxing, or influence operations. Separated 
somewhat from motivating factors, the sec-
ond component of an attack that context can 
help inform is the topic used in the phish-
ing lure itself  If there is a persistent, long-
term adversary relationship with the victim, 
an event can be used to make the text of a 
malicious email more enticing  Information 
or documents surrounding a topic or hap-
pening of particular interest to a victim are 
often used to draw their attention and add a 
veneer of legitimacy to the lure  In the spe-
cific case of a malware attack, the attach-
ment to the malicious email may actually be 

1      https://www.microsoft.com/en-us/download/
confirmation.aspx?id=101738

2      https://www.activeresponse.org/wp-content/up-
loads/2013/07/diamond.pdf

Types of Attack

The two major types of malware attack are a 
drive-by download and a malicious email at-
tachment  The former is much less common 
these days now that Adobe has deprecated 
Flash technology and most browsers no lon-
ger allow Flash or Java content by default  
This reduction in attack surface has pushed 
adversaries to move to malicious email at-
tachments, the second major type of attack 

An email attachment can come in many 
forms, but each has one thing in common: 
the victim detaches it and opens it or runs 
it  The attachment may be an archive such 
as zip or RAR which in turn contains a ma-
licious executable file. Or, the attachment 
is an office document such as Word, Excel, 
Hangul Office, or PDF.

Whichever of the above types are used, the 
ultimate goal is to deliver the payload to 
the victim’s computer and execute it  Once 
the payload is executed, depending on the 
RATs capabilities, it can log keystrokes, take 
screenshots, upload files, download files, in-
stall further payloads, and update itself  The 
payload also can persist on the computer 
using a wide variety of methods  The goal 
with persistence is to be able to reestablish 
itself after the victim has detected and re-
moved the malware 

Targeted Individuals 
and Organizations

Malware attacks can affect any type of or-
ganization or any specific individual, but 
according to the 2020 Microsoft Digital De-
fense Report, “nation state activity is signifi-
cantly more likely to target organizations 
outside of the critical infrastructure sec-
tors  The most frequently targeted sector 
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a modified version of the original, legitimate 
document  This is known as weaponization 
of a document  The adversary uses the le-
gitimate document as the raw material and 
adds an exploit or macro and, in certain cas-
es, a payload to that document 

Community Context

Careful attention to and communication 
about malware attacks can help prevent fur-
ther attacks once one has been identified. 
If one organization or individual within a 
community is targeted by a malware attack, 
other related individuals or organizations 
may be targeted by the same adversary at 
the same time or shortly afterwards  For ex-
ample, malware campaigns in the real world 
are often observed to target multiple indi-
viduals or organizations with similar roles  If 
the journalistic focus, or beat, of journalists 
from different organizations is the same, 
those different individuals may be targeted 
by a single malware campaign from one ad-
versary  Similarly, if the focus of a set of civil 
society organizations are the same or simi-
lar, it follows that they are often targeted by 
the same set of adversaries using the same 
techniques all in a single campaign of mali-
cious emails  

This can include sharing of malicious email 
samples  This can help detect and identify 
new attacks and prepare targets to be ready 
when one arrives at the inbox 

Attack Impact

The impact of a malware attack can be se-
vere if undetected  Malware capabilities with 
the goal of avoiding detection can allow an 
adversary to maintain access to the victim’s 
computer for long periods of time  Over the 
course of this, the adversary can download 
files and data from the victim’s computer, 
monitor the victim’s actions, record key-
strokes, and take screenshots, among many 
other potential actions 

It’s critical for organizations and indi-
viduals within spheres of civil society 
to communicate amongst one anoth-
er about attacks that are occurring 
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Some of the most worrisome impacts of an 
attack can include, but are not limited to, 
the following:

 ■ Keylogger records the victim’s key-
strokes 

 ■ Web inject changes what the victim sees 
when they visit a legitimate website 

 ■ Files and data are downloaded from the 
victim’s computer 

 ■ Victim’s files are modified by the adver-
sary 

 ■ Audio and video from the microphone 
and camera on the victim’s computer 
are recorded surreptitiously 

 ■ Other computers and systems on the 
same network as the victim’s comput-
er are compromised by the adversary 
during lateral movement 

Process of the 
Attack

A malware attack starts before the victim 
receives a malicious email  The basic steps 
in the process of the attack are as follows  
This is just one scenario among many pos-
sibilities 

 ■ The adversary performs reconnaissance 
on the victim to discover publicly avail-
able information about them  This can 
include position in an organization, 
email addresses, colleagues’ names, 
and associations with the victim 

 ■ A conference that the victim is thought 
to be interested in is announced 

 ■ The adversary downloads a legitimate 
Word document of an attendee ques-
tionnaire from the conference website 

 ■ The first page of the document is includ-
ed in a new malicious Word document 
that now also contains executable mac-
ros 

 ■ An email inviting conference attendees 
to fill out the questionnaire is crafted 
and the malicious document is attached  
The email is sent to the victim 

 ■ The victim reads the email and opens 
the attachment 

 ■ Microsoft Word presents the victim with 
a warning about macros, but because 
the document contains a form to fill out, 
the victim enables macros 

 ■ The executable macros in the document 
request a download of the payload from 
a hosting URL 

 ■ The malware runs on the victim’s com-
puter and installs a copy of itself in a 
persistent way 

 ■ The command and control infrastruc-
ture of the adversary now has direct ac-
cess to the victim’s computer 

 ■ The malware reports back to the com-
mand and control infrastructure the 
names of directories and files on the 
victim’s computer 

 ■ The adversary downloads a sensitive 
document and changes the content and 
writes the tampered copy of the docu-
ment over the legitimate one 

Once an attack has been detected, the re-
sponse depends on how far the process has 
progressed and how much of a foothold the 
victim’s computer and network  If the mal-
ware has executed successfully on the vic-
tim’s computer, the only failsafe method for 
recovering is to wipe the computer’s hard 
drives, reinstall the operating system, and 
recover data from backups  The reason for 
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this is the nearly limitless methods that the 
adversary has available for persistence on 
the victim’s computer 3 Simply “cleaning” 
the malware from the computer is not suf-
ficient.

Prevention

Once the compromised machine has been 
rebuilt, there are a number of security con-
trols that can be implemented to reduce the 
chance of future malware attacks being suc-
cessful  The top four strategies, according 
to an Australian Government study, can mit-
igate 85% of intrusions that were examined 
in their study  These four strategies are the 
following 

 ■ Application allowlisting

 ■ Application patching

 ■ Operating system patching

 ■ Principle of least privilege

3      https://www.youtube.com/watch?v=lb1XDM-
bQOiM

The first strategy, application allowlisting, in 
essence blocks the execution of all software 
that is not on the list of approved software  
One way to implement this security control 
in Windows 10 or Windows Server is to en-
able and configure AppLocker, the built-in 
allowlisting feature 4

The second strategy, application patching, 
can be a chore even for one person  There is 
a wide variety of software that one needs to 
use and have installed on a computer  It can 
be difficult to keep track of it all. However, 
there are a few tools and processes that can 
help reduce the burden of this security con-
trol. The first step is to simply inventory all 
the software that is installed on the comput-
er  It is not necessary, for this control, to in-
clude components of the operating system  
Just include third-party software  Once one 
has a list of software, look at the websites of 
the companies that make the software or, if 
it’s open source, the project websites  The 
goal is to find out how each software au-
thor communicates to the end user when a 
new version of the software is available  The 

4      https://docs.microsoft.com/en-us/windows/se-
curity/threat-protection/windows-defender-applica-
tion-control/applocker/applocker-overview
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ommended to at minimum enable built-in 
antivirus, Windows Defender or to install a 
third-party AV product if available  Another 
alternative to this, if available, is to install an 
endpoint detection and response product 
(EDR) 

main methods are an email notification that 
the user can sign up for, a news feed that 
one can subscribe to, or a page on the web-
site that changes in some way when a new 
version is released  Two free tools that can 
assist in staying on top of this are blogtrottr 
com and visualping io  The former monitors 
a news feed and sends you an email when 
there is an update  The latter, Visualping, 
monitors a website for any changes and 
then notifies you of those changes.

The third strategy, operating system patch-
ing, can be best achieved by enabling auto-
matic updates to the operating system  

It is up to the end user whether additional 
or optional patches are installed automati-
cally, but the minimum is recommended to 
include security patches 

The fourth strategy, the principle of least 
privilege, in its simplest form means that 
at all times, the permissions that the user’s 
account has are just enough to perform 
the work that they are doing  Many people 
will login day-to-day using an account that 
is an administrator on the computer  If a 
malware attack is successful, this provides 
immediate and complete access to the com-
puter  If the user, alternatively, is logged in 
using an unprivileged normal user account, 
the extent of the access that an adversary 
has via a trojan is vastly limited  One of the 
most basic implementations, therefore, is to 
make sure that your account used to login 
to a computer is not administrator, but just 
a regular user account 

In addition to these strategies, it is also rec-

Both macOS and Windows provide 
the ability to automatically install  
security patches to the OS  
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