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Unset

%PDF-1.4

1 0 obj

<<
/Length 51

>>

stream

1 0 0 RG

Sw

36 144 m

180 144 1

180 36 1

36 36 1

S

endstream

endobj

2 0 obj

<<

/Type /Catalog
/Pages 3 @ R

>>

endobj

3 0 obj

<<
/Type /Pages
/Kids [4 0 R ]
/Count 1


https://greaterinternetfreedom.org/course/part01-intro-and-vms/

>>
endobj
4 0 obj

<<

/Type /Page

/Parent 3 © R

/MediaBox [0 © 612 792]
/Contents 1 @ R

>>

endobj

xref

0 4

00000000OO 65535
0000000010 00000
0000000113 00000
0000000165 00000
0000000227 00000
trailer

<<

= 5N 58 B =h

/Size 4
/Root 2 @ R
>>
startxref
344
%%EOQOF
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https://help.callassoftware.com/m/73261/l/798383-how-to-create-a-simple-pdf-file
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1 @ ob)
< s Header
stream

1 & 8 RG

6 144 m
180 144 |
188 36 1
36 36 1
endstream
endabj

2 8 obhj

- Body

ages 3 @

endobj

3 8 ohj

{Type [Pages
f/Kids [4 @ R ]
fCount 1

endaobj

4 8 obj

L
/Type [Page
arent 3 @ R
/MediaBox [@ @ 612 792

fContents 1 & R
Cross-reference
table

2000000008 65535 f

BRR0O0NR1E DR n
BEREE n

Trailer

startxref
.44
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Unset

4 0 obj

<<
/Type /Page
/Parent 3 0 R
/MediaBox [0 @ 612 792]
/Contents 1 © R

>>

endobj
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pdfid.py -h
-h is for "help"
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= remnux@remnux: ~ Q | = - o x

remnux@remnux:~$ pdfid.py -h
Usag pdfid.py [options] [pdf-file|zip-file|url|@file]
Tool to test a PDF file

Arguments:

pdf-file and zip-file can be a single file, eral files, and/or @file
@file: run PDFiD on each file listed in the text file specified
wildcards are supported

Source code put in the public domain by Didier
Use at your o ris
https://DidierStevens.com

show program's version number and exit
show this help n :
scan the given di
display all the nan
—EX display extra data,
-force force the scan of the file, even without prop

header
-d, --disarm disable JavaScript and auto launch
-p PLUGINS, --plugins=PLUGINS
plugins to load (separate plugins with a comma ,
@file supported)
-C, --C5V output csv data when using plugins
-m MINIMUMSCORE, --minimumscor INIMUMSCORE
minimum score for plugin results output
v, --verbo verbose (will also raise catched exceptions)
=5 SELECTE, - -
selection expression
-n, --NOZero supress output for counts equal to zero
-0 OUTPUT, --output=0UTPUT
output to log file
--pluginoptions=PLUGINOPTIONS
options for the plugin
-1, --literalfilenames
take fi a i ally, no wildcard matching
--recurs r Recur i D (wildcards and here files (@...
allowed)

remnu emnux:~$ |:|
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@ Home ~ Qfli=|~

® Recent
% Starred
@ Home
Desktop Documents Downloads Music
[ Documents
J- Downloads
dd Music
@ Pictures Pictures Public Templates Videos
vl Videos

W Trash

™ shared a

+ Other Locations

O el 5V A 5a 88U el 25 oy Gy alaall 138 Uy Aalall ) (50 o e poa g LSy ¢ Jadl i ) &) 50 Jagastl

g Wy (el Cancadll 55 gneSll Jlea Ao ua;m.\))uam:b.u.\ujéd@uﬁé%}éc‘y\wdu\uhdmm
st ) gt QA1 3 45305 L



|<‘)||G} Home v| |E||: v||E| - o x
® Recent
_——— = _——— =

% Starred D \l/ da
r Home
Desktop Documents Downloads Music
[ Documents
J- Downloads
dd Music 2 I_j
A Pictures g o D
m Videos Pictures Public Templates test.pdf

@ Trash h
)

M shared a

+ Other Locations Videos

Do) oY) Am e 328U & U ) Qs iy 13gu 5
pdfid.py test.pdf
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= remnux@remnux: ~ Q = - o X

remnux@remnux:~% pdfid.py
PDFiD ©.2.5 test.pdf
PDF Header: %PDF-1.4
obj

endobj

stream

endstream

xref

trailer

startxref

/Page

JEncrypt

/0bjsStm

S5

fJavaScript

S AR

/0OpenAction
JAcroForm
/JBIG2Decode
/RichMedia

JLaunch
JEmbeddedFile

S XFA

/Colors = 2724

D

remnux@remnux:~% I

jm:\y}k_i\&A@&me@ﬁéﬂ\ﬂﬁe@%daéiu\g:guﬁug\l\uh\_ﬂ\@uuud);u\wus
el blidea s Sl da guiiall Sl AalE & 7 jae Leie U
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1 Jid «pdf-parser Jaa)

o e @l Jie s yaa Ludasy @x005. pdf ol Lual () Jaiil 9o sadia (4IS e (5 sin (o) (53 (o Cale a5 Lavie Gaaay e
:§3L§]“33é3

o) remnux@remnux: ~/Desktop Q = = o x

remnu emnux:~/Desktop$ pdfid.py ex@e5.pdf
PDFiD 0.2.5 ex@05.pdf
PDF Header: %PDF-1.1
obj

endobj

stream

endstream

xref

trailer

startxref

EDS

JEncrypt

/0bjiStm

/35

/JavasScript

JAA

/JOpenAction
JAcroForm
/JBIG2Decode
/RichMedia

/Launch
/EmbeddedFile

SXFA

/Colors = 2724

OO D0 D D@ R e e s

(==}

@

remnux@remnux:~/Desktop$ [

38 ST sl 5 Cam S Ula 5 Gl 4an/ &1 531 (e IS 3 @l of aled 3 ) sall 13gd o3he | clalia Y1 () elld ) 13k
Alaaiuly clly dallae ln LiSay o) i ie il jaY) G 2 Jslag i) o () i LY (a5 Lgtian) je oo din
Sl e iy o s (JUall Calal dpilly 3 SA) IS (5 g Ay )5 HIS £ 55 IS e ol pdf-parser

Unset

pdf-parser.py -a ex005.pdf



pdf-parser.py phaiil Ll WiSay Juadl Zama o e Jgeanl) Ja¥ 5 caldl cliln 4y 1 a- dasagll PRERA
AL k.;g &Lﬁ\‘)\:\;ﬂ_\ 448 Ta_gj ‘f pac Lol —help

| remnux@remnux: ~/Desktop Q, = = o x

Desktop$ pdf-parser.py -a ex@05.pdf
This program has not been tested with this version of Python (3.8.10)
Should you encounter problems, please use Python version 3.7.5
Comment: 2
XREF: 1
Trailer: 1
StartXref: 1
Indirect object: 7
1: 5
JAction 1: 7
/Catalog 1: 1
/Font 1: 6
JOoutlines 1: 2
/Page 1: 4
/Pages 1: 3
Search kevwords:
fJs 1: 7
/JavaScript 1: 7
/OpenAction 1: 1
Des

remnuxgremnux :

ktops

LK G jaa s off iy 5 Adlial) e glaall (pamy Woadl (&1 ¢ 23D AIEY) ol ol Jadlls ual o ba (5 55 o Likay
CAS Gl 7 Gomall Jany () GISH 3 Glaat o S Wla/ 5 Gl dpn/ (LS f) S O Y1l gl (S g 55 O
Aa e 4y all) atiall Jglag Lo 38 jead ST 0 l/GIS (5 gime Ay @l amy Uiy ] o prall Jamy 21 (SN 8 my S
Y1 138 aadiiu 13gl

Unset

Pdf-parser.py -o 1 ex005.pdf
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= remnux@remnux: ~/Desktop Q = -

remnux@remnux:~/Desktop$ pdf-parser.py -o 1 ex0e5.pdf

This program has not been tested with this version of Python (3.8.18)
Should you encounter problems, please use Python version 3.7.5

obj 1 @

Type: /Catalog

Referencing: 2 @R, 3 DR, 7 8 R

==
/Type /Catalog
JOutlines 2 @ R
/Paoes 3 8 R
/0penAction 7 @ R
=

remnux@remnux:~/Desktop$

7 Gy GISH 8 2 5 e ST G gl GISI il (5 sinall o ay 1385 "OpenAction 7 0 R/ haudl (s of Lia LSy
7 ol Jany (53 IS (5 gine Ay ) Adaadl ) S5 die | sS3 ISD ) g gl ol slediuly g Calal) e Lesic



1 remnux@remnux: ~/Desktop QN = =

remnux@remnux:~/Desktop$ pdf-parser.py -0 7 ex005.pdf
This program has not been tested with this version of Python (3.8.18)
Should you encounter problems, please use Python version 3.7.5

obj 7 @

Type: /Action

Referencing:

/Type /fAction

/S /lavaScript

/15 "(app.alert({cMsg: 'Hello from PDF JavaScript',6 cTitle: 'Testing PDF
nIcon: 3});)"

Lind 13) 5 ¢ ol 5V A g0 338U 8 Ao gl Aoyl o (5 sint A 3380 5l 4guii ledal Jslay aitall o (5 5 Of LiSay Cum

JavaScript example

Advertencia: Ventana de JavaScript - Testing PDF JavaScript

'0 Hello from PDF JavaScript

Aceptar

D




2 Judl

@l ALAl sl (e 2o @llin ()6 85 gole aiy s sl (5 sinall (e L Sy Y lile @llin ()65 38 (8 (e LSO LS
3 jlall Cldlal) aaaieds (815 ¢s AT ) gal G e il paaa Qi il slaall (e A gha ¢ ) jad darca Jie e 5 piall @Y b
Jiad) dass (e s AN 4 Jslall 5 il g il AadlSa peal y U8 (e 2SN Caind 8 Baclusall Gualall (il 2 Y clgiil) o328

toh WS o (5 1 Q) 60 (o el s jae o 5y «@x006.pdf il e iludl Jasdl s ) S 13)

] remnux@remnux: ~/Desktop Q= - o x

sktop$ pdfid.py ex@06.pdf

endobj
stream
endstream
xref
trailer
startxref

8
8
2
|
|
1
|
[:]
a
1
L:]
1

croFarm
/IBIGZDecode
fRichMedia
/Launch
/EmbeddedFile
/XFA
JColors =

el =N i)

(s salae 43S g & gl 130y LIS RS) (53 (T Bl (50 (o O (i 138 0 (1) 1" a s Uila/ a8 (558 of Lin LSy
b Le Ay (o S el Al cilaladl) s 5 Cuin) 8 i yaall (53 (A ma 3 Jadlly 48y 31 Jaall a5l S



& remnue@remnux: ~Desktop qQ = - o x

remnux@remnux:~/Desktop$ pdf-parser.py -o 8 ex866.pdf
This program has not been tested with this version of Python (3.8.18)
Should you encounter problems, please use Python version 3.7.5

flennth R2
/Filter fFlateDec

remnux@remnux:~/Desktop%

Filter /" shus s a0 el (e 5 @lld (30 Yay g 51 JUall 3 LeS Alail) Gyma ll clalerl 455 Wiy Y

5,WYL FlateDecode/ a s o o il clal 3dxi & Jlgil) (5 sinall e dilee 2aw Filter/ Jba 258 " /FlateDecode
Caadlly (al e aladiuly Cald) Uit 13) dde Juadl 5 S8 slac Y 5 (5 ginal) 5 ol die adle) po cany 2) Jasi all aa il )
) 138 e Gl 5 5 O and peaiall 138 e Uy

/Length 82
/Filter /FlateDecode

~pqS®I, K=N.#, (QbQH"#, B1%*

endstream
endobj

sl @b 4 s pdf-parser 31aY S Al o2a P ol el (s ginall 5o aaY) oAl Jaby (o sinsall )5S Leie
a1 aadis Ly -f Adan g st 3g) 5 tadll (5 gindll

Unset

Pdf-parser.py -o 8 -f ex006.pdf



= remnux@remnux: ~/Desktop Q = - @ x

remnux@remnux:~/Desktop$ pdf-parser.py -o 8 -f ex806,pdf

This program has not been tested with this wversion of Python (3.8.18)
Should you encounter problems, please use Python version 3.7.5

ob] 8 @

fLength 82
J/Filter /FlateDecode

b"app.alert({cMsg: 'Hello from PDF JavaScript®', cTitle: 'Testing PDF JavaScript', nlcon:

8] (63 (2 5B A yran (oA AT i) (g giaall Ay ) WiSay s

leal 5 A il any @llia s saiial) oLiY) e Gl Cal (5 (o e daad e A bl b je o aay V)

3 JEdl

) Jaad (38310 (pania 5 30 ye LS oL 58 g B ilile o LY Bale () (62 (o0 lile (oiie el 43 o sy JAT el cllia

lat A (pas 8 el T ) liadall o ST aiatl 48l Uil (o 4y le IS0 4 st o el 5 sl Al
&Il b A ol e yid 38 g AT S (5 giag 08 ) (sl i ) wius o/ (e 5 5 example3. pdf <ald
Lo siad



= remnux@remnux: ~/Desktop/shared Q, =

This program has not been tested with this version of Python (3.8.10)
Should you encounter problems, please use Python version 3.7.5

Indirect object: 29

17: 4, 12, 13, 14, 16, 18, 19, 20, 21, 22, 24, 26, 27, 28, 29, 36, 37
/Catalog 1: 1
/Encoding 1: 38
/Font 2: 15, 23
/FontDescriptor 2: 17, 25
/Metadata 1: 2
/0bjStm 4: 39, 40, 41, 42
/XRef 1: 43
Search keywords:
/AcroForm 1: 1
remnux@remnux:~/Desktop/shared$

) Qas JLall 138 Jslas pdf-parser AsY (LS 0 G sl) -0 JLall alasiuly mati «ila s jlsd) G g il 13¢] il
Ayl 3er LA 13 aladials Qi Jasn e ccalall Usle IS o el aileban s (flS e (5 iy (385

0] remnux@remnux: ~/Desktop/shared Q = - o X

remnux@remnux:~/Desktop/shared$ pdf-parser.py -a -0 example3.pdf
This program has not been tested with this version of Python (3.8.10)
Should you encounter problems, please use Python version 3.7.5
Comment: 3

XREF: 0

Trailer: 0

StartXref: 1

Indirect object: 39

19: 8, 9, 4, 12, 13, 14, 16, 18, 19, 20, 21, 22, 24, 26, 27, 28, 29, 36, 37

/Catalog 1: 1

/Encoding 1: 38

/Font 6: 5, 6, 35, 34, 15, 23
/FontDescriptor 2: 17, 25
/Metadata 1: 2

/0bjStm 4: 39, 40, 41, 42
/Outlines 1: 7

/Page 2: 10, 11

/Pages 1: 3

/XRef 1: 43
Search keywords:

/AA 1: 10

/AcroForm 1: 1
remnux@remnux:~/Desktop/shareds
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= remnux@remnux: ~/Desktop/shared Q = - a] 4

remnux@remnux:~/Desktop/shared$ pdf-parser.py -o 10 -0 example3.pdf
This program has not been tested with this version of Python (3.8.10)
Should you encounter problems, please use Python version 3.7.5

obj 10 ©

Containing /0bjStm: 39 0

Type: /Page

Referencing: 37 O R, 20 @ R, 3 @ R, 5 @ R

=<
/AA
=<
/0 37 @ R
=
/Contents 20 0 R
/MediaBox [0.0 0.0 612.0 792.0]
/Parent 3 0 R
/Resources
=<
/Font
=<
/CO 0 5 0R
b
/ProcSet [/PDF/Text]
=
/Type /Page

=2

remnux@remnux:~/Desktop/shared$ l
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remnux@remnux: ~/Desktop/shared

remnux@remnux:~/Desktop/shared$ pdf-parser.py -o 37 -0 example3.pdf
This program has not been tested with this version of Python (3.8.10)
please use Python version 3.7.5

Should you encounter problems,
obj 37 0

Type:

Referencing:

<<
/N /GenerallInfo

/S /Named

==

remnux@ ~/Desktop/shared$ D
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Propiedades del documento

Descripcion

; Seguridad Fuentes Vistainicial Perscnalizar Awvanzadas

Archivo:  example3.pdf

Titulo:

|
Autor: |
|

Asunto:

Palabras clave:

Avanzado

Ayuda

Productor de PDF:
Versién PDF:
Ubicacicn:

Tamario de archivo:
Tamaiio de pagina:

PDF etiquetadao:

Creado el:  8/29/2022 T:17:55 PM
Meodificado ek 8/29/2022 T:23:41 PM
Aplicacion: Adobe Acrobat Pro DC (64-bit) 22.2.20191

Adobe Acrobat Pro DC (64-bit) 22.2.20191

1.6 (Acrobat T.x)

C:\Users\CGUERRA\ Downloads\tempshared\,

24.39 KB (24,971 bytes)

215.9% 2794 mm Mumero de paginas: 2
Me Vista rapida en Wel:  No

Metadates adicionales...

il Gaca (a3 (5 A1 S asa s Al b -0 dadaall pladial Jgla 1alial)

Gl
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(OpenAction) st o5l .1

. Taa g


https://greaterinternetfreedom.org/wp-content/uploads/2023/07/challenge1.pdf
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