o ghadll g duelall il - 04 & jall —- 5 jlcall Culatiead) Jilas
Alal) 5 )
clile Jilat 8 el S5 o8yl cilmaall Jalal i€ Apal Y1 3 ea) alasind s cilungdl) dadedl iavia Ukt (oY) i

i (5 A0 Juadl aea ani o aual sall 038 JS LineLidin g o) ol a1 4 (i of b on s Sl s (PDF) <) (50 (2
Aa saliall Clatiall 2 J5Y) g laal)

63 utd 138 O alas Liild o3 il sl Alubid i) Coagianall ) sgandl (g ¢ ylaall dn jaal) Aleldll cilgal) Liaca 13) (<)
A 13 agidlen o dailas i Ul Cpadioaal] saga A8LEL 5 ) sdia a8 o 15508 (e 2SU) Wyl Lide 5 cdaill Cauas
LSSl milaill agh (e dath (St Wi oliea) ) A (5 sinall JS pas 0l Jali gy Lol sl () Led s s (i 5 jlucall Claiiusall
Uil lgall saie U Sy o (S Galacal (i Uil & i of Wyl L) g Jumdl IS5 Galel) (ppaniiivnall g )

) Jie phaldis )

s (e e i agile ity ¥ 4l e Y1 Jil g5 Cptaaall s slladall ) o o8 Lede 5S35 3 W) Cangll 2y
bl i ) il 03 (e (alAdY) eyl gling agiladil Al s (pe | 53y (S A Aaltine dapatied 4 jpa e
by ey I Leg Elaa¥) Jael U shan s 4 sl (33 1 5 dgaaall il el <l ge Jlo cilangs Jodi 88 35 agall Al yal)
Ll 3kl sl bl iy agd lend] Cilileall Uiy s ylaliall 48 e 4 pgd Leanas LiSay Sl daidle JSY1 dapaill o

ok Lo 6Ll ol aiasall s dpelBall il iy Jadii o)
sle iy

Cils 5 yaill dadl<a Jgla
‘gujjgﬁ\&q&ﬁ\augmlﬁgmjc@aﬁyMQm&w\é);zj}mdls)w\ulmdlmqm\ﬁ
A g5 elld (e at L Baaae CalaaY Uapad dascad) 3 jlall clilall GLES) (s Y A sill 038 o o) 5 of cang (S
Jaxdi s Aranall Cpuan L2y HU5 o S5 28 65 gall e lalall (pe el e Jand il 1Y) Gad YL W s s daaall (e YY) (3

Aldae Allal) sae 8 ol 5 Aalio il 1Y) tadl) gl 8 i€ 6 e

Al 5 45 g1 el ) padi)

il ) Gl Lay Ui gy Aadiiiusall gral yall (e el 1) il 5 sl i) el el (e el o€l ale JS
Cupan Qg Gl czal jll it JYA e 5 sSaal) Aial) il i) "rmaat a5 (PDF) <) 62 (25 sl < pas 5 ySle
Tl s i il s Caagd) daalgal 48 pall 5 48 5 prall Gl 2l Lo (il JOaia) (e 8 G S IS5 el il e
gl Asa s Gmatinal) ol D g ciial A Lgbany Lan Lgalat g el ) cilinas GLEKS) e g8 e dia jie
A S8l e ) ) okl Jd s il shaie e Ll

Clipdaill Jie lilall e 5540 ) 5l LSy ilatine jedae B jlia Cilile iy agabiy Caandii s (peddiinal) Claall any g oS
1350y colilall o38 parai Le Sole  Legil Las iSO Jie 5 AY) iy glall cilile ¢ 531 i dda gradl zjp clile f Al AL


https://greaterinternetfreedom.org/course/part01-intro-and-vms/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-02-pdf-documents/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-02-pdf-documents/index.html
https://greaterinternetfreedom.org/course/analysis-of-malicious-documents-part-03-microsoft-office-documents/index.html

psi G Cllall (a Aliny @ o) Al ) Lay ) g0 (2 Dlila s (MS Word) 2,55 < g 5 ySile Claiins 40580 diaiadie
Al gia ol Laild g g calall g5 05K Y Ledie S Gy b g leal) e (5 AT Ak Uintar Leaid g Ll 3

"5 Jlaiuaa I8 alasi

LS Juabl JS 3 ey (alall gl Slea (o0 Base Ay 8 Aa suliall Colaiveal) o8 b Al dadl jiud Jiat

ey Jady 5 (Google Drive) <l o da s alasiuly il it ga @l o LSSl A8 (e s cJaine 13¢5 sl ¢ 53l
Jan Lae Ly Aalall 53l 5 30ad e acase 5 Jasa a3l sa (b Ulad ol iy s 13 0¥ (Gmail) e (6 el
Clatiaall 853 s e Baaae Cilaagd Gl GBI ) Lgdde Al Aleldl) dgal) o (Aliles <) )8 3 a0 daia g ) dasa
13a 138 ¢y sSms ST 5 il iy o5 Y WY Jalaill A5l lilSal (mnd Lot s mgdll 13 alodl cilal (1 s gidall
o sdl) alaaiuy)

228 aladiuV) Allal daaias 333 il gol aadiu)

Lyl pualinll Jah Lo el geasd {558 o5 aailosall dleall Janad (K1 clalall peidl dial Ay pladiad Tase axding <l gof llia

& S (Dangerzone) os) o (A s saa) (Hle ale b Lehaia g dadiil) i o st delila i 2 o)
il Jy 35 Ll 311 o 5 33 palall dum gl bl il clgatial Al A5 iy 5 Wb sadie Uile 3l zeali y e 5 ke

Ala 4 g ST 310Y1 038 dlac) () <o 26 G b )8l g Jo 3l e pu s/ 5 Colll) (m 5all Aalise il 13) @Y 50 Lgana
o= (CIRCLean USB Sanitizer) S s ool (USB) (2 o) 52 ol 81 Calaia o Cangll 138 (Gaiail (5 AT 3l

& i o o) a8 S ((Raspberry Pi) (sl s w3l Gos i) daadia 5iguaS Slea aadivn 2l Circ.lu
S Gl s gl B e e Ledaia g AV gel) oL iyl o gk bl (e A guiall gl J Y1 el EY) & a
e i) Jaid dlia) dpale <l sl ddlia) 5 clilall Qi danadie 3 3¢l aladiul il 138 4a) 5 ) clpasdll 5l Jias

ot o) s ol A S e I

Sl Alata < Colalal) 458 3t ) jad (e (3aal)

13 e 3 (VirusTotal) JU s (s s plé Jie liaia b lpaand 8 5 4a sade Cilile dleal 6 Latie 5 AT daild Lpagl yiul @llia
Jio dad ST o glan Ul 58 gy 185 jae 13 call) IS Alla 8 i gl b e 13 Uaeluus s ¢ s 4y (o yey Galdll <
Of sl 4lall dagall (o calally alasi yall paianall eliae (ga 8351 5l dibs Jl) 5 Lo Jglag 31 3 jlcall Clama ) & 53
Claslra e (5 ging 28 A1) of sina (0 CRISH 5 painall Cojual g Calall auans JU 55 (s s s Je il sal ) il Jpans
8,48 (e aaill K1y Call) Jrandi ate (B hadl) Jal) Jiaiy ALy Calall 138 ) sl 50 1 51K 1) atieaall  Adie 4aiy Lay y s (Asboos
A ) ) as (e (38 A8 Jga il ) ALulid) o3 e J 5V 6 Jall 8 IS AT ja



https://dangerzone.rocks/
https://www.circl.lu/projects/CIRCLean/
https://www.raspberrypi.com/
https://www.virustotal.com/gui/home/search
https://greaterinternetfreedom.org/course/part01-intro-and-vms/index.html

Intelligence  Hunting  Graph APl 825

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

6746928dc952d46ae283716afe817041

By submitting data above, you are agreeing to our Terms of Service and Frivacy Policy, and to the sharing of
your Sample submission with the security community. Piease do not submit any personal information;
VirusTotal is net responsible for the contents of your submission. Learn more

@ Want to automnate submissions? Check our API, free quota grants available for new file uploads
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Search
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[ Enable Acrobat JavaScript

JavaScript Security
Enable menu items JavaScript execution privileges

Enable global object security policy

JavaScript Debugger
Enable JavaScript debugger after Acrobat is restarted
Store breakpoints in PDF file
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Ignore Trace Break

Enable interactive console

Show console on errors and messages
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Trust Center

Trusted Publishers .
Macro Settings
Trusted Locations

() Disable all macres without notification
Trusted Documents

® Disable all macros with notification

HECEEAHG e atabie () Disable all macros except digitally signed macros

Add-ins ) Enable all macros (not recommended: potentially dangerous code can run)

Dtk Seting Developer Macro Settings

[] Trust access to the VBA project object model
Protected View

Message Bar
File Block Settings
Privacy Options

Form-based Sign-in
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Trust Center

Trusted Publish
rusted Publishers Pt ioe

Trusted Locations
Protected View opens potentially dangerous files, without any security prompts, in a restricted mode to help
Trusted Documents minimize harm to your computer. By disabling Protected View you could be exposing your computer to possible

security threats.

stec s eld-ie: ot o [#] Enable Protected View for files originating from the Internet

Add-ins Enable Protected View for files located in potentially unsafe Jocations @
ActiveX Settings Enable Protected View for Outlook attachments (@)

Macro Settings

Message Bar
File Block Settings
Privacy Options

Form-based Sign-in
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(D PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing.
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