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Executive summary

Over the past decade, radicalisation to violent extremism (VE) has become a matter of pressing public and political
concern in Central Asia. Between 2000 and 5000 Central Asians® responded to calls to join jihad in Syria and
Afghanistan?, most of them radicalised while foreign workers in the labour camps of Russia’s cities®. While rates are
low by global standards, the phenomenon has nonetheless spurred the governments of the region to respond.

The legal response taken up by Central Asian countries borrows heavily from Russia’s anti-terrorism measures®.
Laws are unclear and overbroad in their definitions of extremism, leading to legal uncertainty and repressive
application. They set out legal penalties for those creating or disseminating VE and mandate restrictions on the
dissemination of VE material, including online. A lack of clarity about what is and is not extremism has resulted in
uneven and harsh application of these laws, with lengthy prison sentences for those convicted of no more than liking
an extremist Facebook post.

Measures to block VE content online have been similarly heavy-handed, restricting access to entire platforms and
beneficial web content to suppress VE material—and increasingly, the voices of political dissent®. Yet VE content
from Central Asia was still available on open social media in late 2018, with some 140 active accounts found from
ten regional VE actors, some of which continue to recruit. Even as they are more widely applied, reactive measures
such as prosecution and content blocking are failing to stem the tide of VE content on social media. Education and
local engagement among communities at risk show more promise, but are underused in most countries, where civil
society has been discouraged.

This report is written in three parts:

Part A sets out legislative definitions of extremism and extremist content in Central Asian states, and
outlines how they have been applied through criminal prosecution.

Part B gives the results of analysis of VE content on Central Asian open social media, blogs and online forums
from late 2018, detailing the actors, their use of social media, and the narratives they promulgate; and,

Part C examines how content blocking, education and engagement have been used to counter VE content
online, and assesses their success.
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based, targeted, proportional and ethical public health based approach has been applied for collection and analysis
of data. All conclusions and statements are based on analysis of the research team. Any errors or omissions are
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decision-makers, and ordinary public.

Key takeaways

Extremism in Central Asia: context and legislation

e All four countries - Kazakhstan, Kyrgyzstan, Tajikistan, and Uzbekistan - have laws on extremism, but the
legal definition of extremism is unclear and excessively broad, leading to legal uncertainty, unpredictable
enforcement, and politically motivated prosecution. Laws on extremism often conflict with criminal and
other laws, and are not aligned with international norms on countering extremism and protecting digital
rights and freedom of expression.

e All four countries maintain lists of prohibited extremist content, including digital and web content, but
these lists lack transparent criteria, are hard to navigate, and are either poorly publicised or unavailable to
the public.

e Legal remedies for VE content include criminal prosecution and restriction on dissemination of extremist
material. Criminal prosecutions for extremism in most countries lack transparency over process and
decisions, and sentences for extremism online are often harsh, with imprisonment as the most common
penalty.

VE content on Central Asian social media:

o Despite platform and government monitoring, VE content is still found on open social media in Central
Asia. From August to October 2018, SecDev analysts found 140 Central Asian social media accounts that
were actively distributing VE content to over 324,000 subscribers.

e Content blocking and takedowns have had only limited efficacy in reducing the amount of VE content.
Groups are quickly able to circumvent these measures and recreate their accounts through account
redundancy both within and across channels.

Preventing and countering violent extremism in Central Asia:

e Content blocking is the main tool for countering VE content online. In most countries, it is extrajudicial
and increasingly politicised, being used to suppress dissent. Blocks are excessively broad, encompassing
entire sites and platforms, and processes for blocking, unblocking and appealing are not transparent.

e Content blocking has been largely ineffective as a response to VE content, since technology and strategies
to circumvent blocks are constantly being developed. It is also inconsistent with international norms on
digital rights and freedom of expression, and restricts access to harmless and beneficial content.

e Education and engagement have been far more effective, but are underutilised in most countries, largely
because civil society is underdeveloped in the region.



Table of Contents

Executive summary
Key takeaways
A. Extremism in Central Asia: context and legislation
1. What is extremism?
2. What are extremist materials?
3. How is extremism dealt with under Central Asian law?
a. Criminal prosecution
B. VE content on Central Asian social media
1. Groups promoting violent extremism in Central Asia
a. Hayyat Tahrir al-Sham (HTS)
b. Tavhid va Jihod Katibasi (TJK)
c. Katibat Imam Bukhori (KIB)
d. Islamic Jihad Union (JU)
e. Malhama Tactical (MT)
f. Hizb ut-Tahrir (HuT)
g. Islamic State (IS) (Central)
h. Islamic State—Wilayat Khorasan (ISWK)
i. Turkistan Islamic Party (TIP)
j. Liwa al-Muhajireen wal-Ansar (LWA)
2. Reach and resonance of VE on social media
C. Preventing and countering violent extremism (P/CVE)
1. Content blocking and takedowns
a. Kyrgyzstan
b. Kazakhstan
c. Uzbekistan
d. Tajikistan
e. Russia
f. Blocking by platforms
g. Have content blocking and takedowns worked?
2. Education and local engagement
a. Education
b. Local engagement
c. Have education and local engagement worked?
D. Conclusion and Recommendation
G. Glossary
F. APPENDICES
Appendix 1. List of VE groups prohibited in CA countries

Appendix 2 Definition of terms used for the research

Appendix 3 Linguistic patterns to identify violent extremism content

o o U1 W N

11
11
13
14
14
15
16
17
18
19
20
21
22
23
24
26
26
27
28
29
30
31
31
32
34
34
34
35
37
39
40
40
41
42



A. Extremism in Central Asia: context and legislation

Violent extremism is a matter of growing public concern in Central Asia, driven by domestic stagnation, global
Islamist narratives, and proximity to active conflict zones like Afghanistan and Syria. Of the 20 000 foreign fighters
in Syria and Iraq in 2015, for example, some 2500 came from the Central Asian region.® Estimates suggest that,
overall, somewhere between 2000 and 5000 Central Asians were recruited to participate in jihadist movements in
Syria and Afghanistan since 2012. Breakdowns of numbers of foreign fighters from Kyrgyzstan, Kazakhstan,
Tajikistan, and Uzbekistan are shown in Table 1 (below).

Table 1. Number of Central Asian foreign fighters in Syria and Iraq.”

Country To:?g':z:gn Sent backi:c:re/:topped in Remain Returned
Kyrgyzstan >500 N/A N/A >44 06/2016
Kazakhstan >500 N/A/1914 120 N/A 04/2017
Tajikistan 1300 308/2651 >700 147 07/2016
Uzbekistan >1500 N/A N/A N/A 05/2016

Despite this concern, rates of radicalisation among Central Asian populations remain comparatively low. Several
thousand foreign fighters represents a fraction of a percent of the total population of Kyrgyzstan, Kazakhstan,
Tajikistan, and Uzbekistan, now approaching 66 million people. One source suggests that radicalisation rates among
the Muslim population of Uzbekistan and Tajikistan are 1 in 54 000 and 1 in 37 000 respectively, as compared to 1
in 4900 in the UK and 1 in 1450 in Belgium.?

The demography of those recruited is both consistent and well understood, which should make developing
effective responses easier. Most Central Asians who took part in jihad were radicalised as migrant workers in Russia.
Around 80 percent of those who chose to engage in jihad came from the 3 million Central Asians living in the Russian
Federation, mostly as migrant workers, and largely in the labour camps on the outskirts of Moscow.® 1°

Yet efforts to confront radicalization in Central Asia have been undermined by structural and legislative
weaknesses. Legal systems with over-broad and imprecise definitions of violent extremism (see Table 2), that
emphasise the suppression of radical views, and that lack a coordinated regional response have hindered the
development of effective countermeasures to the problem of violent extremism?*. This is nowhere more true than
online, and especially on social media, where public engagement with violent extremism occurs most often, and
where VE actors’ use of technology has consistently outpaced legislation and monitoring.

6 https://csis-prod.s3.amazonaws.com/s3fs-
public/publication/180726 Russian Speaking Foreign Fight.pdf?VyUdcO2D6TIdW Zm4JkmIpRkIxoXEZU6
7 http://thesoufancenter.org/research/beyond-caliphate/

8 https://minerva.defense.gov/Media/Press-Releases/Article/1005777/why-do-central-asians-join-isis/

9 https://thediplomat.com/2017/11/central-asia-is-not-a-breeding-ground-for-radicalization/

10 http://centralasiaprogram.org/archives/10989
1 UN OHCHR, “Countering violent extremism, a ‘perfect excuse’ to restrict free speech and control the media — UN expert”, accessed January 10,
2019, https://www.ohchr.org/En/NewsEvents/Pages/DisplayNews.aspx?NewsID=19916&LangID=E
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The following section examines how the four Central Asian states define extremism within relevant legislation. It
then sets out how extremist materials are identified, and how state registers of extremist materials are developed,
publicised and maintained. Finally, it sets out legal remedies for extremism—criminal prosecution and restrictions
on dissemination of content—and considers how the first of these has been applied. Restrictions on dissemination
of content, particularly as this applies to online and social media content, will be discussed in depth in part C1.

1. What is extremism?

Specific laws on extremism in Central Asia are recent developments. Although provisions on extremism appeared
in the national legislations of Kazakhstan, Kyrgyzstan, Uzbekistan and Tajikistan from the early 90s, laws on
extremism were only adopted by Kyrgyzstan '? and Kazakhstan®3 in 2005, and Tajikistan in 2007,'* and were largely
borrowed from Russian federal law.’®> An anti-extremism law was not adopted in Uzbekistan until 2018.1® This
copying of laws from other jurisdictions, without taking account of their shortcomings and compliance with national
and international legal and regulatory norms has created problems for the definition of extremism and its
application.

Establishment of legal responsibility for extremist activity often preceded the legal definition of the concept of
extremism. This resulted in its broad interpretation in law enforcement practice.

Table 2. compares the elements of legislative definitions of extremism in each country.

Kazakhstan Kyrgyzstan Tajikistan Uzbekistan

Violent encroachment on constitutional form of
government v v v v
Armed rebel/seizure of power/creation of illegal armed
formations v v v v
Forced change of territorial integrity v v v v
Undermining security/defence capacity N4 v v
Terrorist activities v v v
Race v v v v
Nationality v v v v
Incitement of hostility,
hatred and discord, Language v v
humiliation of dignity, .
propaganda of Ethnicity v v
superiority on the Religion v v v v
grounds of
Class V4
Patrimony v

2 The Law No. 150 of the Republic of Kyrgyzstan “On Countering Extremist Activities” of 17 August 2005

13 The Law No. 31 of the Republic of Kazakhstan “On Countering Extremism” of 18 February 2005

4 The Law of the Republic of Tajikistan “On Countering Extremism” (as amended by the Law No. 226 of the Republic of Tajikistan of 5 March 2007
and No. 1146 of 27 November 2014)

5 Law No. 114-®3 of the Russian Federal dated 25 July 2002 “On Countering Extremist Activities.

6 Law No. 3PY-489 “On Countering Extremism” dated 30 July 2018 https://www.uzdaily.uz/articles-id-38719.htm,
https://base.spinform.ru/show_doc.fwx?rgn=108616
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Regional affiliation

Social affiliation v

Propaganda, production and/or use of prohibited symbolic

Financing extremist activities or other assistance

Public calls for extremist activities

Mass riots, hooliganism, vandalism motivated by hostility
or hatred

S ISISISISS

<
SN BN I N

Activities on behalf of organisations recognised as
extremist

<
<
<

Dissemination of extremist materials v

Storage of extremist materials not aimed at their
dissemination

Religious practices that threaten the security, life, health,
morals, or the rights and freedoms of citizens

Humiliation of national dignity v v

Committing crimes on the grounds of political, ideological,
racial, national or religious hatred or hostility, or hatred or v
hostility towards any social group

As Table 2 shows, definitions from all four countries include three common elements:

1. violent change to the fundamentals of the constitutional order;
2. violation of the territorial integrity of the country;

3. incitement of hostility (discord), hatred, and humiliation of human dignity on the ground of race, nationality,
religious affiliation or affiliation to a certain social group.

Beyond these three common elements, each country includes a variety of actions in the list of extremist activities.
Some key aspects of the Russian law from which they were developed -- hindering legitimate activities of state
bodies, hindering the exercise of voting rights coupled with violence, public and knowing false accusation of an
official in committing extremism related crime, and public justification of terrorism -- are omitted from all four laws.?”

17 Law No. 114-®3 of the Russian Federal dated 25 July 2002 “On Countering Extremist Activities.



Definitions of extremism in the legislation of all four countries emphasise a counter-terrorism over an anti-
discriminatory approach. This approach draws from international instruments like the 2001 Shanghai Convention
on Combating Terrorism, Separatism and Extremism, to which all four countries are signatories. According to the
Convention, extremism is acts aimed at violent seizure or retention of power, violent change of the constitutional
order of the state, violent encroachment on public security, including organizing illegal armed groups for the above
purposes. This approach differs sharply from the anti-discrimination approach enshrined in a number of acts of the
UN?8 and Council of Europe, in which extremism is deemed primarily as an ideology that threatens democratic values
of pluralism, tolerance and respect for human rights.°

Where the countries have tried to combine both anti-terrorist and anti-discriminatory approaches within the law,
the result has been extremely broad definitions of extremism. Under these definitions, extremism includes
everything from a terrorist act with mass victims to reposting pictures with swastika in a social network, and in some
countries, the mere possession of a leaflet or book included in the register of extremist materials.

Some legal concepts still have unclear, circular or contradictory definitions, leading to varied interpretation in law
enforcement practice. These include terms such as extremist activity, public approval of extremism, or humiliation
of national dignity. Other definitions are circular: according to the Kazakhstan law, one form of extremist activity is
any actions on behalf of organizations that are recognized as extremist.?’ Thus, a citizen who tries to appeal against
a judicial ban on activities of an extremist organization will formally be involved in extremist activities.

Such broad and imprecise definitions create the preconditions for human rights violations. Under the pretext of
countering terrorism, privacy, freedom of expression, belief and conscience are unreasonably restricted. Both
Kazakhstan and Uzbekistan have been criticized by international bodies for uncertain and excessively broad criteria
of extremist activity, and for selective law enforcement practice that restricted the freedom of religion, expression,
assembly and association, particularly with regard to prohibited or unregistered Islamic groups.?! At the same time,
the legislation of the four countries provides no special guarantees for the protection of vulnerable groups, such as
the homeless, sex workers, people living with HIV, or migrants.

Articles touching on extremism in national criminal codes are often broader than the definitions of extremism in
special laws, creating additional legal uncertainty. In 2016, an article was added to the Criminal Code of the Kyrgyz
Republic establishing liability for public favoring of terrorist or extremist activities, defined as public glorification or
praise, including admiration or justification of terrorist or extremist activities. . In the amendment to the law, which
entered into force on January 1, 2019, this article was excluded. A similar provision exists in the Criminal Code of
Tajikistan.?? Article 174 of the Criminal Code of the Republic of Kazakhstan, in addition to inciting social national,
tribal, racial, class or religious discord, establishes liability for insulting national honor and dignity or religious feelings
of citizens. None of the listed actions are mentioned in the anti-extremism legislation of these countries, but those
prosecuted under these Articles are considered extremists, and can be subject to additional restrictions like having
bank accounts frozen and inclusion in extremist lists and preventive databases.

18 See, for example, the Declaration on Measures to Eliminate International Terrorism (approved by the UNGA Resolution No. 49/60 of
09.12.1994) or the UNSC Resolution No. 1373 (2001) of 28 September 2001 adopted after the September 11 terrorist attacks.

19 see, for example, the PACE Resolution 1344 (2003).
20 Subparagraph 1 of Article 1 of the Law of the Republic of Kazakhstan “On Countering Extremism.”

21 Concluding Observations of the Human Rights Committee on the second periodic report of Kazakhstan (CCPR/C/KAZ/2) adopted on 9 August
2016.
22 article 307.1 of the Criminal Code of the Republic of Tajikistan



Legislative ambiguity and uncertainty leads to excessive use of forensic examination and expert witnesses in
extremism cases. In the absence of clear definitions, courts are forced to reply on case-by-case opinions from
linguists, psychologist, and religious scholars. Qualifications of experts are sometimes low and uniform standards for
conducting cross examinations of expert witness are absent.

Current Central Asian legislation is out of step with international legal norms regarding definitions of extremism
and the protection of free speech. In 2012, UN experts adopted the Rabat Action Plan?*which attempts to formulate
a minimum set of tools and recommendations for legislative responses to extremism. It mandates the need for clear
legislative definitions of terms such as “hatred”, “discrimination” and “violence” and sets out three criteria for
restricting freedom of expression: legality, proportionality and necessity. In addition, the criminal law of some
Central Asian countries includes provisions for insult to religious feelings, which is contrary to international norms
stating that religious beliefs do not have a reputation and hence cannot be insulted.?* Although these and other
instruments developed by OSCE and UN bodies are not binding, they are subsidiary sources of law used both by
national courts and the European Human Rights Court.

International checks on human rights abuses are wanting. None of the four countries has access to the European
Court of Human Rights as a supranational body capable of addressing human rights violations. This absence reduces
the possibilities to redress violated rights in the context of generally accepted international standards.

2. What are extremist materials?

National anti-extremism laws of all four countries establish similar definitions of extremist materials using three
key criteria: a call for extremist activity; excusing extremist activity; or justification of extremist activity (see Table
2).

All four countries have a register of prohibited materials with extremist content. The Ministry of Justice of the
Kyrgyz Republic maintains two lists on its websites,?> one of which prohibits any information materials from the
terrorist organizations Jannat Oshiklari, Katib al Imam al Bukhari, and Jabhat-an-Nusra (see Appendix 1 for the list of
officially banned VE groups in Central Asia). The second list is more extensive with 65 records listing seized extremist
materials belonging to Hizb-ut-Tahrir and Islamic State?®. Most of the listed materials are poorly described and
impossible to identify.

In Kazakhstan, the Register of Information Materials recognized by the court as extremist?” is maintained the
Committee on Legal Statistics and Special Records of the General Prosecutor's Office. Currently, the Register has 692
entries and the list is accompanied by the full texts of judicial decisions and related materials, such as the
prosecutor’s statement and expert opinions.

23 Annex to the Annual Report of the United Nations High Commissioner for Human Rights. January 11, 2013 //

http://www.ohchr.org/Documents/Issues/Opinion/SeminarRabat/Rabat_draft outcome.pdf [EN]

24 Joint Declaration on Insulting Religions and Anti-Terrorism and Anti-Extremist Laws of 10 December 2008
2 http://minjust.gov.kg/?page id=26350
26 Chycok 3KCTPEMMCTCKMX MaTepuanos, accessed January 10, 2019, http://minjust.gov.kg/ru/content/950

27 http://pravstat.prokuror.kz/rus/o-kpsisu/spisok-religioznoy-literatury-i-informacionnyh-materialov-priznannyh-ekstremistskimi-i
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In Uzbekistan, a special register of informational Internet resources with prohibited content was created by the
Ministry of Justice in 2018,2% but users have no access to it. Identification of such resources is the responsibility of
the Center for Monitoring of Mass Communications of the Uzbek Agency on Print and Information.

Tajikistan publishes its register on the website of the Ministry of Internal Affairs, although it does not include
websites. Its Law “On Countering Extremism” prohibits as extremist any “official” materials of prohibited extremist
organizations, as well as any other materials containing signs of extremism. At the same time, the law lacks criteria
for determining the "official nature" of materials.?

These registers suffer from a number of common problems:

1. an absence of clear criteria for identifying extremist content comprehensible both to relevant public
agencies and to the general public;

2. the registers are excessively bureaucratic, poorly classified, and almost impossible to navigate, composed
of thousands of songs, books, articles, leaflets, notes and files that have been continuously added over time.

3. measures for systematic monitoring and evaluation of the materials and their dissemination are not
thoroughly developed.

4. a lack of transparency and citizen access to the registries means that they do not help raise citizens'
awareness of extremist content.

5. apart from Uzbekistan, none of the countries have legal procedures for removing websites from the register
after prohibited materials have been removed.

6. the decision to recognize materials as extremist is made by the court, often without the involvement of the
owner, author or distributor. By the time the author learns of the ban, the court’s decision has entered into
force and the deadline for appeal is past.

28 https://rus.ozodlik.org/a/29475462.html
29 Article 16 of the Law of the Republic of Tajikistan “On Countering Extremism”
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3. How is extremism dealt with under Central Asian law?

Legal responses to extremism in Central Asia take two forms:

1. criminal or administrative prosecution of citizens for extremist activities, often accompanied by restrictions
in the form of blocking bank accounts, preventive records and administrative supervision;

2. restricting dissemination of extremist ideology in the form of a ban on information materials and restricting
activities of extremist organizations and public associations (addressed in part C).

a. Criminal prosecution

The research team analysis of the national anti-extremism laws enforcement for restricting access to VE content
online revealed the following challenges that contribute in the misuse or unlawful anti-extremism practices in all
four countries.

Judicial transparency in cases involving terrorism and extremism is poor in the Central Asian countries, with the
highest transparency in Kyrgyzstan. Statistical data and information on prosecutions, convictions, and judicial
decisions on extremism are often unavailable. None of the countries publish detailed information on criminal
sentencing. At best, fragmentary information can be obtained from irregular state press releases or opposition
publications. The Kyrgyz Republic is the only country in which most judicial decisions are published, while criminal
sentences, including those for extremism, are posted on an official portal of the Judicial Department of the Supreme
Court.3%n Tajikistan and Uzbekistan, cases involving extremism are normally classified, despite public interest. Often
access to information about the cases is difficult not only for the public, but also for relatives and lawyers of the
accused. In Kazakhstan, information and statistical data on extremist crimes is not made available.

In criminal cases about which information is available, the most common punishment is imprisonment. Sentences
for actions that do not directly threaten public security can sometimes be harsh. In Tajikistan, a common practice is
long-term imprisonment for using symbolics of the “Islamic State”. According to media reports in 2015-2016, at least
23 people in Tajikistan who raised the flag of the IS were sentenced to imprisonment for between 3 and 27 years for
crimes under sections of the Criminal Code relating to public calls for violent change of the constitutional order,
public calls for extremist activity, and criminal organization.3!

Prison sentences are handed down not just for crimes in physical space, but for for the dissemination of textual,
photographic and other materials on social media, in an excessively broad and sometimes erroneous interpretation
of legal norms.32 In 2016, a Kyrgyzstan court handed down a three year sentence to a man convicted of storage of
extremist materials for liking a post in support of imam Rashod Kamalov in Odnoklassniki.?? 34 The same year, a
citizen of Kazakhstan was found guilty under two sections of the Criminal Code relating to public calls for violation
of the unitarity and integrity of the Republic of Kazakhstan and insulting national honor and sentenced to 5 1/2 years
imprisonment.3> His crime was a post in VKontakte calling for Kazakhstan to join Russia.

30 https://sot.kg/ru

31 Three people from Nurek were sentenced for their sympathy for the "Islamic state." Ozodi Radio. 22.02.2017. //
https://rus.ozodi.org/a/28324909.html

32 http://president-sovet.ru/presscenter/news/read/4875/

3 A resident of Kara-Suu got 1-year suspended sentence for “Like” on “Odnoklassniki”. Zanoza.kg. May 18, 2016 // http://zanoza.kg/338433

34 Bulletin of the Supreme Court of the Kyrgyz Republic No. 2 (63)

35 Sentence for a person, "who called for Kazakhstan joining to Russia". Azattyk Radio.
December 5, 2016 //https://rus.azattyq.org/a/28156486.html
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Central Asian legislation and courts lack procedures to try those accused of cyber crimes according to a fair
process. In prosecuting those accused of disseminating extremist materials through telecommunications networks,
gathering evidence and establishing liability is technically very complex. Central Asian laws do not provide clear
procedures for examining, analyzing and recording evidence on Internet resources by an authorized body or