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BACKGROUND

Social networks can be found wherever
people are connected—within gatherings,
communities, groups, organisations, between
partners, and within markets. Put simply,
a social network is made up of a number of
actors who are connected by some type
of relationship. Social network analysis is
employed to understand the social structure
that exists amongst entities in an organisation.
The size, diversity, and ubiquity of a social
network act in combination, thus necessitating
an understanding of these networks in a
systematic manner. Social network analysis
(SNA) is the process of mapping these
relationships as well as analysing the network’s
structure and the influence of different actors.
This handbook is designed to provide a step-
by-step guide to SNA’'s application for the
Internews Digital Rights Advocates (DRAs).
It has been developed in close collaboration
with the KampalR (a group of data enthusiasts)
and Outbox Hub data teams (Uganda, Nepal)
and has received valuable contributions from
several other research units. The approach
draws upon social network theory, discussion-
based tools (e.g., Voyant Tools), and other
graphical software applications, such as
Netvizz and Gephi.

Online social networks offer a considerable
amount of information for studying human
behaviour and social interaction. Twitter,
Facebook, and Reddit are the most common
sources used by researchers due to their
data accessibility. Moreover, for advocates,
social activists, and political scientists, social
network data are extremely interesting due
to the social and political nature of their
conversations. Social network data are still
a new source compared to other data types
(e.g., surveys and interviews), and thus they
might present a barrier for some advocates,
researchers, and students. The case studies
selected in this handbook will clarify initial
questions digital advocates might pose. We
share an introduction to SNA by providing

its backgrounds and describing the most
important terminologies. We then answer
the question regarding where data from
three different sources may be obtained, and
what advantages and challenges each data
type poses, specifically with regard to social
network research. Next, we also address the
outcomes or insights we can infer from the
data to complete the initial questions.

Digital rights advocacy is on the rise in all
parts of the world. Most activists working in-
country on digital rights issues—that is, those
related to online privacy, security, expression,
and other human rights—regularly engage
with complex issues of law and policy that
have significant consequences for the social,
political, and economic lives of their nations.
This practice has birthed several activists who
work with various data sources, including
social networks. As we explore the use of social
network data in this handbook, it is important
that we note that, when working with open
data or social network data, user privacy is
a major concern. We learned the importance
of this variable due to the 2018 Facebook-
Cambridge Analytica data scandal, where it
was revealed that Cambridge Analytica had
harvested the personal data of millions of
users’ Facebook profiles without their consent
for political advertising purposes. This incident
has been described as a watershed moment
in the public understanding of personal data
that precipitated a massive fall in Facebook’s
stock price.

This incident has led to tighter controls
on social networks regarding what type of
data can be made available to the masses,
including researchers. In some tools we work
with in this handbook, you’ll notice that a
few features have been dropped due to new
limitations set up by these social networks
that significantly affect the possibilities many
researchers would have otherwise been able
to tackle.




B Reasons for performing an SNA:

|. To determine which actors are involved in
a network; SNA breaks down the different
actors across the network in a perfectly
helpful and visual way such that advocates
can easily see/identify them within the
mentioned network.

Il. To determine how actors are linked; the
actors and linkages are displayed within
the network, facilitating well-formed
interaction across the selected data.

I1l. To determine how influential each actor is;
the arrow sizes are indicators of influence
that help identify which actors have more
influence than others. Colour coding these
actors and arrows helps identify additional
relations across the network.
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B From information into insights:

I. A more thoroughly informed project
design may be created by SNA insights
because they provide new information
that would not be otherwise provided by
alternative data sources.

Il. Understanding the program audience
helps drive more engagement and support
for the programs.

Ill. Partner input in the project design and/
or evaluation creates the opportunity for
understanding other partner views and
receiving their inputs for a more favourable
project outcome.

IV. Partner/stakeholder mapping provides
a full representation of partners or
stakeholders within the programs, thus
facilitating an understanding of their

influence.

WHY AND WHEN SHOULD DIGITAL RIGHTS
ADVOCATES CONDUCT A SNA?

IV. To identify actors’ motivations; the various

actors mapped to others easily imply their
motivations across the networks and feed
into the cross-relations for more efficient
and interactive explanations.

V.To determine how the network is

structured; according to the structures, we
can identify how the relations behave and
how busy the network is by identifying the
strong and weak points and opportunities
for influence or improvement to make
sense of the network as a whole.

V. Insights feed into and develop new

advocacy strategies based on data and
allows for data-driven decisions across
the program’s strategy process.

VI. Informed program transitions support the

provision of new directions for programs
transitioning towards creating more
successful inter-program environments.

VII. Understanding programming and creating

additional, sensitive touchpoints inclusive
of gender, race, sexual orientation,
and political background (among other
variables) facilitate inclusive programming
that considers important points that may
have otherwise been ignored.



PROCESS

The SNA (Social Network Analysis) Process.

Social networks exist wherever people exist; they are inescapable,
powerful, and often invisible structures that change over time and
can either block or enable change. SNA is an intuitive and highly
flexible process and as such can be readily adapted to the particular
contextual circumstances and analysis requirements that we shall
observe in the different case studies discussed in this handbook.
SNA can increase the effectiveness and appropriateness of DRAS’
work through a deeper understanding of the contextual dynamics
in which they work.

The SNA process can be broken down into three
discrete steps:

1. PREPARATION,
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2. NETWORK MAPPING & ANALYSIS, AND
3. ACTION PLANNING

Action Planning:

Preparation; Summarizing and
Define the challenge or evaluating findings +
Opportunity to be coming up with the
Investigate next steps.
Network Mapping &
Analysis:

Development and

analysis of the
network.



STEP 1

Preparation

In the preparation stage, we define the challenge or opportunity to be investigated. For
example, under the case study regarding an understanding of LGBT content’s online
censorship, we would like to determine the major online players or organisations that

work closely with LGBT content online such that we can start engaging with the specific
organisations who have produced other initiatives or begin learning from past initiatives and
strategies these organisations have previously applied to tackle similar issues.

We must clearly discuss this issue and spend more time formulating a solution, as SNA is most
useful when a clear and focused question guides the analysis. Finally, at this stage, we identify
which data sources most efficiently answer the questions that have been posed.

The time, number of people required, and technology available to complete the data collection
and analysis will depend on the familiarity of those undertaking the approach. As a rough rule of
thumb, following the open-source methods for collecting data—that is, those methods set out
in this handbook —should take around 20-45 minutes to complete and should serve as a strong
starting point for the advocates.

Decide what data you will use; SNA can be applied to any data that highlight relationships between,
for instance, items, individuals, objects, and events. When looking at LGBT organisations, the
approach works best with data that can capture pro-LGBT as well as anti-LGBT links since a
wealth of useful information is contained in social links. As such, social network data may be
particularly relevant and easily accessible for initiating the research.

STEP 2

Network Mapping and Analysis

The initial steps herein include the development and analysis of the network map, which can
be considered or worked through as concurrent processes. Identifying the most appropriate
data source and respective data analysis will be performed while the network map is being
developed and will likely inform iterative changes to the map. Under the aforementioned case
study, we chose the Facebook data source to investigate the question: ‘Which organisations
can influence the censorship of LGBT content from looking into Facebook?’

This is a very important step and time-consuming SNA component because it involves several
activities, including cleaning the data, categorising and positioning actors, mapping relationships,
examining influence, analysing the network, and creating different network scenarios. At this
stage, we shall employ the various network analysis software tools (e.g., Netvizz, Gephi) to
manipulate the data into different forms as we gather insights to help answer our questions.
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1. Select, Categorize, then position actors

To explain this step, we shall refer to our second case study, in which
we wish to determine which organisations influence the censorship
of LGBT content from Facebook. The first task is for advocates
to list all the actors (i.e., individuals, groups, or organisations)
whom they consider could have—or already have —some level of
influence upon the issue identified. Advocates should answer the
question: who can influence...(the issue identified)? Once the list
is exhausted, group the actors into categories and assign each
category a post-it note colour. Advocates should determine and
define the most appropriate categories based on the actors they
have identified according to function, organisation type, or political
group, among other classifications. For the specific task under the
use case, we employed the Gephi software to help categorise
the various actors (Facebook pages) into the different categories
(NGO, cause, person, government, news and media, etc.).

NGO News & Political
Cause  organizations

Um
suEm

EU®
aum




2. Relationship Mapping.

In continuation with the same LGBT case
study, many different types of relationships
or connections can be mapped on a social
network related to the specific actors
involved. Connections can be formal (e.g.,
hierarchy, reporting lines), informal (e.g.,
friendship, conflict), resourceful (e.g., political,
legal, financial, in-kind support, corruption),
or informational (e.g., consultation, advice
exchange, or data flow).

We should reach no more than four to
five—although preferably fewer— types of
connections, as shown in the image to the
right, such that the map does not become
excessively complicated. It is important to be
specific regarding the type of connection the
advocates are mapping. If the connection’s
definition is vague or differently understood,
then the network map may become confused.
It is therefore important to check which
advocates understand the connection
according to the term defining the relationship
type. Each connection type should be
allocated a line colour that is indicated in a
legend on the flip chart. Connections can be
weak (dotted line), moderate (single line), or
strong (thick line). As we shall discuss later,
the Gephi software tool helps us map all these
relations when working with a software tool.

Once the connection types for investigation
have been agreed upon, advocates can start
to identify the connections that exist between
actors by asking the question: how are these
actors linked? As connections are identified,
advocates draw lines between actors.
Connections can be drawn as a one-way line
(e.g., hierarchy, reporting line) with one arrow
to indicate the relationship’s direction or as a
two-way line with arrows at either end (e.g.,
friendship, conflict).

LGBT PAGES
LEGEND

Collaboration —»

Legal Support

Non Financial ——
Influence —»

LGBT Censorship Collaboration

Network Map
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3. Examine Influence.

To continue with the LGBT use case, the

influence each actor has over each specific LGBT Censorship Collaboration
question is assessed by determining how Network Map
common factors vary (e.g., Facebook

followers, ‘likes’, posts). How influential is an

actor in relation to the issue? Their influence -

is ranked according to the number of counters
they are assigned; for instance, if a page has
2k followers and another has 1k, then we
determine the former page more influential
than the latter—the higher up the tower, the
more influential the profile. The following
scale is recommended to manually sketch the
network:

0 -1 = no/low influence,
2 - 3 = moderate influence,
4 - 5 = high influence.

¥c1010]0)

Advocates should also note that each actor’s influence has a positive, negative, indifferent,
or mixed effect upon the specific issue. They should accordingly identify these effects using
specific tools or card note with + (for positive), - (for negative), or +/- (for mixed/indifferent)
to aid the interpretation of the findings upon the analysis’s completion.

Advocates can choose to
develop an influence and
positivity grid, which may help
them assess who they would

like t k with (th h D
ike to work wi ose who

LJ

L)

Very strong influence

are positive and influential),
where the risks lie (those
who are both negative and
influential), and how they
can start building coalitions
of support or strategies to
mitigate the negative influence
of specific actors. Once the
grid is developed, advocates :
are encouraged to develop Noinfluence
strategies for engagement with

each actor.

Very negative
od



4. Analyse the network

Advocates should analyse the relationships between actors, making sure they consider their
location within the network and the overall network structure. The following questions may help

analyse the network structure:

A) Do any actors have a high
number of connections?

B) Do any actors appear
peripheral to the network?

C) How centralised or
interconnected is the
network?

D) Are there any fault lines
between or separate parts
of the network?

E) Do any actors link together
significant parts of the
network?

When analysing their networks, advocates
should look out for several common issues, of
which we dive into a few below.

Dependency: The network may be highly
dependent upon a single actor or source,
which can create bottlenecks and sustainability
concerns.

Dysfunctional/conflicting relationships: Some
key broken relationships might impede the
entire network. New actors or interventions
can also introduce conflict for resources or
control.

Marginalisation: Certain actors or groups
of people may be excluded or marginalised
within the network, perhaps owing to location,
budget, age, gender, ethnicity, status, income,
or other factors. An analysis of the reasons
behind the network structure may help uncover
the reasons for and how to best overcome
marginalisation.

Disincentives for change: Certain actors may
have disincentives to support the proposed
change and may try to actively oppose it.
Advocates should pay particular attention
herein regarding how the intervention would
change the resource flows or the level of each
actor’s influence.

‘Like me’ relationships: Advocates may notice
that actors (people/pages/organisations) who
share certain attributes, such as political
affiliation, nationality, gender, age, education,
ethnicity, religion, or status, tend to have many
‘like me’ relationships and fewer relationships
with people who are different from themselves.
This is a common pattern in many networks,
and considering how it affects the specific
issue may be worthwhile in determining how
to overcome it.

Structural challenges: Structural risks may
include an overly centralised network or a
structural split within the network.



5. Network scenarios

SNA changes frequently, as the data sources from most social
networks are always different dependent on the time/day/month,
etc.; for example, a hashtag trending today, such as #KeepltOn,
will achieve different results in a month’s time. It is therefore useful
that advocates consider analysing what the network looks like
now versus how it might change in the future. Advocates may
wish to consider how different scenarios might affect the network,
such as:

e What would the ideal network look
like and how could this be brought
about?
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¢ What would happen to the network if
one actor were to be removed?

¢ What would happen to the network
if followers were reduced from a
specific actor?

-
W

It is therefore helpful to consider in which relationships one should
invest according to the best- and worst-case scenarios across the
network.




STEP 3

Action planning

Analysing and validating findings is quite an
important part of the action planning step.
SNA can only reveal what the data reveal and
does not provide all the context or details
surrounding the data. The big picture may
be incomplete or misleading in some places,
while certain activities may be more visible
than others, thus skewing the big picture;
for example, pro-LGBT organisations may
be more visible in the data than anti-LGBT
organisations  although both activities/
actors may well be present. For this reason,
it is important to validate findings against
operational experience.

After we have summarised and evaluated the
findings, they must be presented and put into
action— hence the need for action planning.
The developed plans will need to be tailored to
the specific issues identified during the SNA.

Examples of the types of questions to ask
include:

¢ Do the findings match what is known?

e Does anything seem unusual?

e Can any unusual results be explained by
issues with the data?

Validating the data in this way not only helps
assure the findings’ quality, but can also
introduce

interesting aspects about the data for further
exploration.

However, advocates may wish to further
conduct a basic SWOT analysis of the network
in order to help inform and prioritise their next
actions. For example:

Strengths: a number of influential actors are
positive towards the issue;

Weaknesses: a number of negative actors
block the actions of those who support the
issue. There is limited interconnectedness
between parts of the network, the issue
is dependent upon one actor or specific
funding from one source, and sustainability is
questionable.

Opportunities: There exists significant,
untapped positive support with the potential
for forming coalitions or formal partnerships.
Threats: The network is highly dependent
upon a few key actors. If their influence was
to wane or relationships were to break, the
network would be severely disrupted.

Strategies

Once the specific opportunities and risks
related to the network have been identified,
DRAs and other participants should seek to
develop strategies and practical action plans;
for example:

e They may see the opportunity to change
or extend program activities to capitalise
on an opportunity or help realise existing
objectives.

e Theymay consider whatincentives mightbe
introduced to manage the negative impact
certain actors have on an intervention. They
may want to assign specific responsibility
to a team or organisation to manage a
problematic relationship.

e They may act as facilitators to improve
dysfunctional relationships or raise the
influence of those positive about the
intervention.

e They may consider changes to partnership
arrangements or the focus of those
partners with whom they engage and
consider how best to challenge inequality
and marginalisation.

e They may consider exit strategies that build
network relationships.
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TERMINOLOGIES IN SNA

We must define some terminologies in order to use a consistent
language when talking about social networks within this handbook.

1. ACTOR:

also called a node or a vertex, refers to an
individual that can form relationships with
other individuals—in this case, an individual or
group of individuals we have chosen to study.

2. TIE:

also called a relation or edge, describes a
particular, well-specified relationship between
two actors, such as ‘is part of the same political
party’, ‘likes conservative views pages’, or
‘likes’ or ‘trades with’. Ties can be undirected
(e.g., ‘is part of the same political party’), in
which case the relationship holds the same
meaning for both actors.

Ties can also be directed (e.g., ‘reports up to’)
and either one directional or bidirectional.

3. NETWORK:

also called a graph, particularly refers to a
collection of actors and the ties between them.
The figure below depicts a set of undirected
relationships between text related to a blog
post about data mining and analysis.

4. MULTIPLEX NETWORKS:

networks where more than one kind of tie is
present; for example, if we were to collect
information about several
relationship types between
political party leaders (e.g.,
‘comes from part of the
country’, ‘supporters’, ‘is
friends with’, ‘is close friends
with’, ‘works for’), then we

P/

Actors

Undirected Ties

O e

Directed Ties




essentially end up with a network containing
multiple tie types between actors.

In a practical Facebook network, a multiplex
network would look like the image to the right.

Facebook

Close Facebook
Friends
Close Friends

S. WEIGHTED TIES: ) .
just as networks can contain multiple kinds of Weighted Ties
edges between actors, they can also contain

relationships of varying strength; for example,

A might like B a whole lot, but B and C only

like each other moderately.
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6. GROUP:

A group in a network is merely a subset of the
actors who share some characteristics. If we
were to look at a parliament network, one group
might be made up of all the actors involved
in the same political party. The definition of
groups as a commonality on some salient trait
allows us to examine a number of network
hypotheses and define useful measures that
(A) are conditional upon knowing actors’
group membership; for example, we might
want to test (B) a hypothesis concerning the
number of friendship ties between politicians
in a country who are part of different political
parties versus those in the same political party.

-t
O

7. GEODESIC DISTANCE:

the least number of connections (ties) that
must be traversed to get between any two
nodes; for instance, in the network depicted
below, the geodesic distance between actor A
and actor D is 3, while the distance between
actor B and C is merely 1.
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SOCIAL NETWORK DATA

Two main kinds of social network data exist: edge lists and sociomatrices. Each of these data
formats has its own advantages and weaknesses, mainly concerning a trade-off between ease
of entering, data storage, and ease of use for data analysis. For this specific handbook, we won’t
get into the details because they are pre-sorted for us when we download pre-formatted data
sets from the well-known social networks (e.g., Twitter, Facebook).

SOCIOMATRIX:

(also known as an adjacency matrix): a way of
representing directed or undirected ties between
actors using a numerical matrix, with one column
and one row for each actor. In general, the matrix’s
diagonal elements (e.g., second row, second
column) are always equal, thus signalling that
actors do not tie to themselves. This is the data
we shall be employing for most of our case studies
within this handbook.

EDGELIST:

exclusively captures information about existing ties
and thus must be supplemented with knowledge
of the total number of actors in the network (even
if they do not have any ties). This form of data
entry is most efficient for storing information about
data that are collected by hand because they are
very efficient to store and relatively easy to enter;
however, one must be careful to use a common
naming system and keep track of any nodes that
do not have any ties to them.




PROJECT CASE STUDIES

SNA has the main ability to help practitioners and advocates track
and understand relationships at a variety of levels when working
on their development programs. If they want to understand the
extent and types of social relationships they are operating within,
then conducting an SNA can provide the necessary insights.

We all know relationships matter across our day-to-day activities—
including those with our colleagues, friends, and family. We also
know that in development programs such as digital rights advocacy,
relationships inside an organisation or between organisations can
mean the difference between smooth flying and turbulence when
implementing a program. Thus, how do we ensure we are able to
leverage relationships in our work rather than become buffeted by
them? In the next pages, we dive into three practical scenarios
or use cases that have been selected from projects on which the
Internews DRAs are currently working. These case study analyses
should guide advocates on how to get started with SNA in their
programs.
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We walk advocates through the three chosen case studies:
counter internet shutdowns, censorship of LGBT content online,
and advocacy for the Digital Rights and Freedom Bill.

Topic Data sources Outputs Tools
1 | Counter internet e Twitter e Sentiment e Gephi
shutdowns analysis e Tags
e Topic
clusters
2 | Censorship of LGBT e Facebook e SNA e Gephi
content online map e Netvizz

e Group and
page actors

3 | Advocating for the e PDF or e Word clouds e Voyant Tools
Digital Rights and HTML Digital o Text
Freedom Bill Rights and patterns
Freedom Bill

drafts




X
O
o
a]
[a]
P
<
I
oy
(2]
2
<
P
<
4
o
o
=
—
L
P
-
<
o
(o}
(]
(%2]
=
L
P
o
L
[
=

-t
O

CASE STUDY #1

Counter internet shutdowns

Internet shutdowns occur when governments
order companies to terminate or degrade
public access to digital communications tools,
such as Twitter, SMS, or Facebook. Calculating
the broad and grave impacts that shutdowns
inflict upon human rights remains beyond the
capacity of most observers although sustains
considerable challenges for citizens.

In recent years, States have adopted myriad
laws to regulate content online by placing
increasing pressure on private actors to
censor content that they deem illegal or
simply ‘harmful’. Much of the world’s online
content is now regulated by the community
standards and algorithms of a handful of
Internet companies whose operations and
processes lack transparency. Internet users’
right to free expression is easily subject to
abuse in this regulatory environment, the
complexity of which is compounded by the
fact that the internet is a public space built on
decentralised private infrastructure.

Several activists across the globe have
curated hashtags to follow or collaborate on
issues with which they are concerned. For
example, the hashtag #KeepltOn has been
used for internet shutdown discussions and
advocacy. Just what is an internet shutdown,
and why need advocates care about the
hashtag #KeepltOn? Herein, we seek the
answers to these questions, the facts behind
the campaign, and ways digital advocates can
make an impact.

We shall look into how this data may be found
from historical and trending topics related
to internet shutdowns and identify countries
from Tweets that have been affected by such
shutdowns. For this case study, Twitter is our
primary data source.

Twitter historical data importation

As a first step, we shall look into mining old
historical data (Tweets) that are related to the
#KeepltOn hashtag to help us answer the
questions posed above. For this case study,
we employ an open-source tool called TAGS.

TAGS is a free Google Sheet template that
allows users to set up and run an automated
collection of search results from Twitter.

Tool:
https://tags.hawksey.info/

Twitter APls:
https://gwu-libraries.github.io/sfm-
ui/posts/2017-09-14-twitter-data

App:
https://github.com/NCSU-Libraries/
twitter-shiny-app
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[> STEP 1:
go to https://tags.hawksey.info

Ld TAGS

Need a Twitter Archiving Google
Sheet?

TAGS is a free Google Sheet template which lets
you setup and run automated collection
af i}

Get TAGS

5 from Twitler.

Aol Suppart Help
Wisit suppon fonms + Setting up TAGS
TAGS has been developed as a hobby preject « FAQ
by Marsin Hawksey. Find out mare about + Upgrading from TAGS vEx
TAGS + TAGSEsploner

* Privacy policy

= Issues for mac users?
= TAG

9
= Last 10 results from a TAGS Anchive

1 8 Timeline widge

t anchived bwests

{replacement for the Twi
rameling widget)

Sacial Media Analy
Undersiand Py

YBrSaLions

Amesoeme Table
+ TAGS Tricks: Find your website's 1op
Twamted infiusncers by comib
with Google Anafytics refer




[> STEP 2:
Select TAGS vé6.1

Here, we select the TAGS v6.1 button, which is easier to set up with
Twitter. We do assume here that the advocates already own a Twitter
account. After clicking on the v6.1 button, you’ll be prompted to log into
your Gmail account such that a copy of the spreadsheet may be stored
in your Google Drive.

Home :» Get TAGS

Get TAGS

To start using TAGS select one of the versions below then follow the steps below

TAGS v6.0 TAGS v6.1

Which version? If you've not used TAGS before | recommend TAGS v6.1 which has an easy setup
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If you've setup TAGS v6.0 you can keep on using that version, your existing archives will keep

N
-

collecting tweets using your existing authentication. Some background in this post

You will need to login with your
respective Gmail or Google account.

o200 Sign in - Google Accounts

® https://accounts google.com

G Sign in with Google

Choose an account

to continue to TAGS v6.1 Client

D: ;;;»gmaulccm

(E) Use another account

—_

t English (United States) ~ Help Privacy Terms

R e e e B e e e ey



STEP 3:
Click ‘Make a copy’

Google Sheets

Copy document

Would you like to make a copy of TAGS v6.1.9.17
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> STEP 4:

A copy should appear in your Google Drive, as
shown below

Copy of TAGS v6.1.9.1 [ ]
File Edit View Insert Format Data Tools Add-ons Help TAGS Last edit was made seconds aqo_byc ]

4 Y- oB@ Y -3

B P 00% - £ % 0 .00 123+ Verdana - ® - BI&A %HBE-

TAGS v6.1.9.1

'y B c

TAGS v6.1.9.1

Created by mhawksey. Read more about this at:
4

Rl With this spreadsheet you can: analytics GA

] - automatically pull results from a Twitter Search into a Google Spreadsheet
...

1. If you've never run TAGS > Setup Twitter Access dosonow (this should only need be done once for all your TAGS sheets)

L]

s 2 Enterterm <- you can use search operators like AND OR as well as from: and to: eg '#JobsNow
. AND from:BarackObama' (without quotes)

10
Note: Make a one off collection with TAGS > Run now! or set a trigger to collect every hour TAGS > Update archive every
hour. Tochange the frequency open Tocls > Script Editor thenTriggers > Current script's triggers... and
adjust



STEP 5:
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STEP 6:
Setting up Twitter

Copy of TAGS v6.1.9.1 =

File Edit View Insert Format Data Toole Add-ons Help TAGS

- oo P 100% - E % .0_ .02 123« Robato -

1. If you've never run TAGS > Setup Twitter Access do so now (this should onl

A B

TAGS v6.1.9

Created by mhawksey. Read more ¢
3 hitp://tags. hawksey.infi

Lo A 100% - £ % 0 00 123+ Robote -

1. If you've never run TAGS = Setup Twitter Access do s0 now (this should only need be do

1 TAGS v6.1.9.1

+ = Readme/Settings ~ Archive ~

Click on the ‘TAGS’ menu item

or all your TAGS sheets)

Created by mhawksey. Read more about this at:
3 hitp./tags. hawksey info

Setup Twitter Access i
Disconnect Twitter Acce! eets)
Delete Duplicate Data

Wipe Archive Sheet

r
(4]

Build archive from tweet IDs

S A @

D You should currently be positioned at the
‘Readme/Settings’ tab, as shown below.

File Edit View Insert Format Data Tools Add-ons Help Last edit was made 2 minutes agoby&——————

S-4-3-- oBE V-3

Last edit was made 2 minutes ago byC:)

o1
- de e

co Q@] ¥~ % -
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[> You’ll receive the message box shown below.
Go ahead and select ‘Advanced’.

witter Access do 5o now (this should only need be done once for all your TAGS sheets)

LK Sign in - Google Accounts

& https://accounts.google.com

Created by

- A

ler Search into a

This app isn't verified

Iwitter Acce

This app hasn't been verified by Google yet. Only proceed if you know and trust the

< you \ r
AND | develope:
AGS >
ools > Scrip
BACK TO SAFETY

= |=- use a search term in step 3 above to get results from last 7 days

Note: ‘This app isn’t verified’ notice

Google recently made changes to the authorisation process. Currently,
TAGS is not a verified application, and the way it is currently distributed
makes verification impossible. You can continue using TAGS by clicking
‘Advanced’ on the ‘This app isn’t verified’ screen and following the
prompted instructions.



[> STEP 7:
Click ‘Go to TAGs v6.1 Client (unsafe)’

.0_ 00 123~  Roboto « W +« B I S A & HSEE- =it o BN YT
witter Access do so now (this should only need be done once for all your TAGS sheets)

L) @ Sign in - Google Accounts

& https://accounts.google.com

Created by

- This app isn't verified

ter Search into @

This app hasn't been verified by Google yet. Only proceed if you know and trust
- the developer.

Twitter Acce

I"N‘- Hide Advanced BACK TO SAFETY
AND 1

'AGS > Run ng

‘ools > Serlf  Google hasn't reviewed this app yet and can't confirm it's authentic. Unverified

apps may pose a threat to your personal data. Learn more
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Go to TAGS v6.1 Client (unsafe)

N
(3]
3

sts - |< use asearch term in step 3 above to get results from last 7 days

[> STEP 8:

Twitter authorisation steps

Twitter Authorisation X

TAGS has two options in the way to connect to access data from Twitter. The easy option
requires you to only authenticate using a Twitter account using the TAGS for Google Sheets
Twitter application. Alternatively you can provide your own application key and sacrat.

o =




STEP 9:

Log into Twitter with your personal credentials

Twitter Authorisation

Please be aware that if you are logged into multiple Google
accounts your access details will be saved with you default
account.

By clicking 'Sign in with Twitter' you agree to abide by the Twitter
Policy on 3rd party access

W Sign in with Twitter
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k4 Sign up for Twitter »

Authorize TAGS for Google Sheets
to use your account?

TAGS for Google Sheets

Username or email tags.hawksey.info

TAGS for Google Sheets lets you archive,

Password analyze and visualize tweets using Google
Sheets
_| Remember me - Forgot password? _
Privacy Policy
Authorize app Cancel Terms and Gonditions

This application will be able to:
» Read Tweets from your timeline.
= See who you follow.

Will not be able to:

Follow new people.

Update your profile.

Post Tweets for you.

Access your direct messages.
See your email address.

See your Twitter password.
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[> Finally, you should achieve the ‘Success!’ message
pictured below, which indicates the setup is
complete.

Success!

Twitter has authenticated successfully. You can close this window

STEP 10:

Set up the hashtag or search term to scrape

With this spreadsheet you can: analytics GA

- automatically pull results from a Twitter Search into a Google Spreadsheet

1. If you've never run TAGS » Setup Twitter Access do so now (this should only need be done once for all your TAGS sheets)

<- you can use search operators like AND OR as well as from: and to: eg "#JobsNow
AND from:BarackObama' (without quotes)

2. Enter term #KeepItOn

Note: Make a one off collection with TAGS > Run now! or set a trigger to collect every hour TAGS > Update archive every
hour. To change the frequency open Tools » Script Editor then Triggers » Current script's triggers... and
adjust
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> STEP 11:

Select ‘search/tweets’ from row 17: ‘Type’

20

n

2

Here, we inform the tool that we wish to run a search for the keyword
‘KeepltOn’ in order to scrape related tweets across.

Advanced Settings:

Period
Follower count filter

Number of tweets

Type

Number of Tweets
Unique tweets
First Tweet

Last Tweet

default

4]

3000

<- if search term is being spammed you can set the minimum followers a person
must have to be included in archive

<- maximum varies based on the type of archive you are collecting

search;"tweetsl

<- use a search term in step 3 above to get results from last 7 days

search/tweets
favorites/list

statuses/user_timeline

0

30/12/18%9 00:00:00

30/12/1899 00:00:00

> STEP 12:

Select ‘Run Now!’

This selection will run the script in the back and start mining or downloading
the Tweets under the ‘Archive’ sheet or tab.

Is Add-ons Help TAGS All changes saved in Drive

Roboto -

AGS v6.1.9

shawksey. Read more &
{ttp://tags.hawksey.infi

3o0gle Spreadsheet

+s do so now (this sho

can use search operatt

Setup Twitter Access E|

Disconnect Twitter Access

Delete Duplicate Data
Wipe Archive Sheet

Build archive from tweet IDs

Add Summary Sheet i,

Add Dashboard Sheet

e

Run Now!

un Now \GS sheets)
Update archive' our g'#JobsNow

om:BarackObama' (witnuut yuuies)

¢! or set a trigger to collect every hour TAGS > Update : o - every
: Editor thenTriggers > Current script's triggers... and
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[> Explore the data

To further maximise and easily understand the Twitter social network
data, we shall employ ‘Explore’ in Sheets, which is powered by machine
learning and helps teams instantly gain insights from the data. Simply
ask questions—in words, not formulas—to quickly analyse the Twitter
data. For example, you can ask ‘what is the follower count distribution?’
or ‘what is the user_friends_count vs time?’ and Explore will help you
find the desired answers.
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Now, we’re using the same powerful technology in Explore to make
visualising data even more effortless. If you don’t see the chart you need,
just ask; rather than manually building charts, ask Explore to do so by
typing in ‘histogram of followers’ or ‘pie chart for source’, as shown in
the examples below.

<a href="hitps.//mobi htip_/ipbs.twimg.comv 180 114
<a hraf="htn ihadttar bt linke hadma com A2017T A%87 Nar ae Salaam *
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Explore b4
For A1:R379 EDIT
PIVOT TABLE MORE

Count of id_str for each source

SOLFCE COUNTA of id_str

<a href="http:/finstagra 1
<a href="http:/ftwitter.c: 4
<a href="http:/fwither.c: ]
<a href="http:/itwitter.c: 120
<a href="http:/ftwitter.c: Bz
<a href="htips:/faboutt 24
<a href="https:/igithub.. 1
ANALYSIS MORE

user_friends_count vs. user_followers_coumt
50000 .
40000

30000

20000

10000 g ®
" . @ e

] £ ol

L] L% B 5
& &
F& s

user_followers_count

user_friends_count

I Outlying value for "user_friends_count™. 3814

at 477948,

Count of source

<4 hiref
< hrgl
<8 href.
<3 hiref
< Inret
«q href
<) !
<4 Innef
<3 href
<4 el
«a href

Source

0 25 50 75 100 125

Count of ssurce

Summary of findings from
the data

Using the Explore tool, we can share some
quick findings from the data by answering the
few questions below:

e How many countries seem to
have shutdowns?

e When do you think these
shutdowns happened?

e Which accounts or users seem
to have this information?

e How influential are the users
according to their number of
followers?

e Are the accounts made up of
organisations or individuals?

We observe the graph that displays the
source and respective number of times the
users Tweeted under ‘COUNTA of id_str’
for each source. Also, we have a quick view
of a correlation between the source ‘user_
friends_count vs. user_followers_count’,
which displays a few outliers that would prove
interesting to further investigate.




Finally, this graph illustrates the number of
sources across the downloaded Tweets. Here,

we share a few graphs that were created For A1:R379 EDIT
without any effort in order for the advocates
to start understanding the data. They will of
course need to further analyse these graphs
to answer additional questions. We can see
from the data that the organisation handles
shared below seem to be the main sources
mentioning the #KeepltOn hashtag. Please
note that the results may vary depending on
when advocates download their data.

Count of source

e @accessnow
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e @netblocks
e @SFLCin
L @ranklng I’IghtS user_followers_count vs. time
500000 o}
¢ @Internet_SF ”
400000
E
. . . § 300000
3 In addition, the frequent mentions of countries 3 &
. . . . 200000
such as Tanzania, Ethiopia, and Spain would E B
be indicators of recent shutdowns related to s 160000 52 e Ii - 'I '
the time the data were downloaded. § 7
Tl e
T -
HEE R A -
tame
Histogram of user_friends_count
300
200
100
I:I . v v . v " v . - . . . .
55 ﬁﬁ i e 8 e el A 6 A i
mEHEEYE R I RIS SR AR
g g= bt R f o i e Rl

user_friends_count

Ranges from 3 ("Fri Jul 26 07:02:50 +0000
20197) to 48273 ("Fri Aug 02 09:10:55 +0000
20197, with most values at the low end. The
median is 1170
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Twitter streaming or real-time importation - trending topics

As an additional step, we would like to analyse all Tweets that are streaming in real time or are
currently trending. This process can come in handy on the exact days or time periods precisely
when these shutdowns occurred. Here, we shall use the Gephi tool alongside an additional
plugin called ‘“Twitter Streamer’ to help collect the data in question.

Downloading and installing Gephi:

Download guide: Installation guide:
https://gephi.org/users/download https://gephi.org/users/install

Home Features Learn Dewvelop Plugins Services Consortium

Download =
Stay informed

Gaphi is an op and saftwars undar the dus! licanse CODL 1,0 and GNU G Bt twitier & ma

Public License v3,

Official Releases
Ralasse Notes | Syst

O Contribute

strcti
fro
Download Gephi for Mac OSX

ersioe 0,8.2

Localization

Lecatastion is svailible in Pranch, Spanish, Japanese, Brazilisn Portuguess, Russian, Chinase, Coech snd Garman. In Gaphi,
simply 5o o Tools -> Languages to switch,

Gephi:

For a detailed video that explains the process advocates are encouraged to follow,
review this YouTube Twitter plugin video: https://bit.ly/2NhBS3jl

This plugin enables users to:

e Collect Tweets in real time on their topic of choice
e Retrieve the connections between the users mentioned in these Tweets
e Visualise these connections in Gephi or simply export all the Tweets to Excel



[> After installing Gephi, click on Tools > Plugins, as shown below.

&€ cgephi File Workspace View Window Help

LA Plugins Gephi 0.9.2 - Project 2
" Workspace 1 )
Language >
Appearance /) | " Online docs and support
Nodes Edges ® © A T 5{% Dragging (Configure) '

Unique Partition Ranking K

| #c0c0c0

|> Select ‘TwitterStreaminglmporter’, as shown below.

Graph €3
B vaggmy Conis
®
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L] Plugins
Updates (8) BEANEUELIENANEILENETESE Downloaded  Installed (74)  Settings
Check for Newest Search: ‘twitter
Install  Name Category Source :
33 B  Convert Excel and csv files to ... Import Convert Excel and csv files to networks
Similarity Computer Impart [ AT CIEmENT CevamoTs
TwitterStreaminglmporter Import 7] Date: 6/3/19
Source: Gephi Thirdparties Plugins
Homepage:
P Apply
= Plugin Description
2 Convert Excel and csv files to networks (including
dynamic!)
P Run This plugin helps you import Excel files and csv files into Gephi,

by transforming them into networks.

It takes the rows of your file and let you define which relations
should be found in it.

Please post issues and ask for feature request on Github.

Or contact me (Clement Levallois) via Twitter @seinecle.

Install

Close Help

Check for Newest

D Click ‘Install’ to have the plugin Install  Name Category Source |1

Convert Excel and csv files to ... Import [+

insta"ed Ioca“y. Similarity Computer Import ﬂl‘

TwitterStreaminglmporter Import

Install 1 plugin selected, 1MB



D Ignore the prompted messages and merely click
‘Continue’, as shown in the dialog box pictured below.

X
o
(@)
a1]
@]
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I
@
n
5 L 5
< ® @ Verify Certificate
2z Newest arch: twi
< o 1 plugin out of 1 requires your attention and confirmation | 3
2 L before installing.
o ert Excel ag 7
O writy Compi
; erStreaminJ % Third-party Plugins
© e Preview Signed and Valid (0)
L > Self signed (1)
b4 Unsigned (0)
-
<
< L T
(&) e reaming=impart
o
(/7]
n Warning: Installing untrusted plugins is potentially insecure. APl and represents
; Use unsigned or untrusted plugins at your own risk.
% aph:
o Am with nadae far
[11]
= : . ’
zZ 1 plugin Show details Continue Cancel
= 1 '
Close Help

W
'

I> Doing so should install the toll. Next, click ‘Finish.
Make sure you have the ‘Restart Now’ radio button
selected to restart the Gephi tool with the new plugin just

.
installed.
| @ [ ] Plugin Installer 5
for Newest Restart application to complete installation earch: twi
Restart application to finish plugin installation.
ame

ynvert Excel ani
milarity Computt
vitterSlreamingl‘

The Plugin Installer has successfully installed the following plugins:

rr— TwitterStreaminglmpofter

[ter-streaming-ir

© Restart Now

Restart Later
3 APl and represei
jraph:
Fian with nadac £
-
1 plugin s¢

Help - Cancel

Close



Applying and setting up Twitter APl data access

https://developer.twitter.com/en/apps

As soon as you access the link above, you’ll be redirected to this
‘Create an app’ process that will be reviewed by Twitter, from whom
you should receive a response within 24-48 hours.

W Developer Usecases Products Docs More  Labs Apply  Apps

Create an app

Apps

No apps here.
You'll need an app and API key in order to authenticate and integrate with most Twitter developer products. Create an app to get your AP| key.
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|> Click the ‘Apply’ button indicated below.

Please apply for a Twitter developer account

You may continue managing your existing apps but if you would like to create new
apps or use Twitter premium APIs, please apply for a developer account.

W
3,

As a developer platform, our first responsibility is to our users: to provide a place that
supports the health of conversation on Twitter. To continue to prevent misuse of our
platform, we have introduced a few new requirements for developers.

D Select ‘Exploring the API’ as the reason for installing
the application, which applies to individual researchers.

Bullging B2B Doing acacemic Embecding Tweets
products L ‘ :::::::: on a website ‘
= ® o ®
Building consumer Building 100ls for T Daing something

products Twitter users. else
@ °
e <f|>
Build customize d
solutions in-house Exploring the AP Student
Publishing ads
pragramatically




D Add a phone number, make sure the corresponding phone is
nearby, and you will shortly thereafter receive an SMS containing
a verification code.

W Developer Usecases Products Docs Mo Labs Apply  Aeps .

Get access to the Twitter API

or @username

This is you, right?

Individual developer account CQ
¥ g up for an individu
This @username will be the logen for your developer account
i
Swiich Eusernar verified.
Create new Gusername o
Students
S i
Hobbylsts -.'
8ot creators
Makers

Individual developer account You are signing up for an individual developer account. @
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D Verifying the phone Verify phone number
number requires

W
o

thdt you enter the We will text a verification code to this number. Standard SMS fees may apply.
This phone number will also be associated to your Twitter account. Others will be able
COUMI’Y ﬂl‘ld Phone to find you by your email or phone number. You can change these settings at any time.

number details as
shown on the right.

Privacy options
Country/region (required)

> v

Phone number (required)

O

D Enter the code sent to Verify phone number
your phone and click
‘Verify’. We sent a code to C:) Enter it below to verify your number.

Resend code

Verification code (required)

(—
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Briefly share or complete the questions asking how you plan to use the
Twitter data. Write this explanation in your own way, but keep your
reasoning limited to personal research, training, and learning purposes
related to the Internews DRA program.

W Developer Usecases  Products Docs  More  Labs Apply  Apps

Get access to the Twitter API

Twitter @username > Intended use

How will you use the Twitter API or Twitter data? Allfelds are required unless marked optianal

Key things to keep in mind In your words

This section of the ap

In English, please describe how you plan to use Twitter data
and/or APIs. The mare detailed the response, ihe easier it is to
review and approve.

This review process and

keep Twi and heal Using this for the Gephi tutorials - setting up a Twitter
public conversation. account and creating a Twitter app task. Doing this once to
have Twitter for the training under the Internews global
digital advocates training

Restricted uses

Response must be at least 200 characters

Some activities (like surveillance) are never

allowed on Twitter. Take a look at our

Confirm your agreement to the prompted policy by selecting the box
shown below and click ‘Submit Application’.

per s Products  Docs M

Get access to the Twitter API

Twitter @username © Intended use = Review Terms

S S e e e L S e ol e s S Lo e e o g ey S s o P st
and open platform for all. Syt Frbeicy Pelcy:
PLEASE READ THE TEAMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY, INCLUDING WITHOUT LIMITATION ANY INKED TERMS AND
CONDITIONS APPEARING OR REFERENCED BELOW, WHICH ARE HEREBY MADE PART OF THIS LICENSE AGREEMENT. BY USING THE LICENSED
MATERIAL, YOU ARE AGREEING THAT YOU HAVE READ, AND THAT YOU AGREE TO COMPLY WITH AND TO BE BOUND BY THE TERMS AND
CONDITIONS: OF THIS AGREEMENT AND ALL APPLICABLE LAWS AND REGULATIONS IN THEIR ENTIRETY WITHOUT LIMITATION OR
‘GUALIFICATION. £ YOU DO NOT AGFE T0 BE BOUND BY THIS AGREEMENT. THEN YOU MAY NOT ACGESS OF OTHERIE USE THE LICENSED
EFFECTIVE

P el Sareing Rt MATERIAL, THIS AGREEMENT IS EFFECTIVE AS OF THE FIRST DATE THAT YOU USE THE LICENSED MATERIAL

read our terms.

This page and certain other Twitter sites place and read third party cookies on your browser
that are used for non-essential purposes including targeting of ads. Through these cookies,
Google and Demandbase collect personal data about you for their own purposes. Learn
more.

8y clicking on the box, You indicate that you have read and agree o this Develaper Agreement and the Twitter Developer Policy,
additionally as its relates to your dlxnhy of any of the Content, the Disp ents; as It relates to your use and display of
the Twitter Marks, the Twitt es; and as t relates to taking autamatad actions on your account, the
atlon Aules. These documents are available i ICODY UPON request 10 Twitter.

By clicking Submit Application you are submitting your application fer review. Applications are final and cannt be edited Back

Check your email
for confirmation to
complete the process. You did it!!

Thank you for applying for access to a Twitter Developer Account.

Please confirm your email.

confirmed, we can pr s and review your application.
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Q D If approved, go through the creation of Twitter app, and you
5 should then be able to view the following information that will be
= needed for the next steps detailed below.
2]
§ App details Keys and tokens Permissions
<
X
o Keys and tokens
(@)
E Consumer API keys \ ‘
L T
2 <= =
4
<
8 Access token & access token secret \
%)
— <&
) Read, write, and Direct Messages ,
=
w Nenke ) Fagunncte.
=
o
t
[ ]
z Back to Gephi:
D To access the Twitter connection for downloading, go to
38 Window > Twitter Streaming Importer.
@ gephi File Workspace View Tools Help
L NN Context Gephi 0.9.2
|6 Overview | | | | Datalaboratory Bl Data Tania
- - W Twitter Streaming Importer
7 Filters
: . Layout
Nodes Edges : g@ LT-';Output %4
R &a Preview
& Preview Settings
B vicer Swewming inporter ©
1 - Set Credentials : Credentials
2 - Define the query :
° ° Load Query File Save Query File
D CI'Ck on Credentlals > Users to follow  Location to follow
Add KeepltOn
° . Delete
You will be presented with the screen
depicted below and asked to enter your
Twitter credentials to access the data
through the Twitter API.
3 - Choose Network Logic to apply : Full Twitter Network B
Documentati
You need to start a New Project (File > New Project)
Connect




© ® Twitter AP| Credential

Consumer Key (API Key) I

Consumer Secret (APl Secret)

Access Token

Access Token Secret

|> When all the necessary credentials are entered,
click Add > Words to follow to see hashtags that are
currently trending, then click ‘Connect’.
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You should start observing the network map formulate according to
the incoming data, which are dependent upon how highly trending the
data currently are. We worked with two hashtags: #elpasoshootings
and #KeepltOn; for test purposes, we encourage that advocates look
at their Twitter and pick any currently trending hashtags to test this
process.

W
O

R T orwTEs  wwon|
o : :
1- Set Credentials : Credentials ©p oasing Contizere
2 - Define the query :
Load Query File Save Query File a

LLCERCRCIET Users to follow  Location to follow

Add /

Delete #internetshutd own e
#keepiton o

3 - Choose Network Logic to apply © Full Twitter Network E

==l

S, | - T ¢ T B[ A Arai-toawr, 32 e o



Clicking on the data table reveals the raw data
being downloaded in real time.

Twitter Streaming Importer £3 M = Data Table ©
Modes Edges O Configuration &3 Add node | (+) Add edge | i} Search/Replace | 55 impart Spreadsheet | 5 Exporrtable 3§ More actions ~ Filter:

| 1 - Set Credentials : Credentials
id Label Time_ twit. lat  Ing  place.. plac.. place.. plc.. creal. lang  possiblL. quoted st desc_ emall profil. frien.. follow.. real .
| 2 - Define the query : 115... RT ... Tweet sun... en tups: ffw...
Load Query File Save Query File ? @sa... Tue... Ido... hip:.. 194 149 chel..
Peve
Users to follow  Location to follow 115.. M. en heaps: /o
@ta... Tue ... #60... http:... 550 93158 Glob...
Add 115... Sat.. en
@gal... Th .. s )... http:... 1602 300241 shau...
Delete #elpasoshooting #elp...
#internetshutd own y § {25 Sun en
| #keepiton Fri)... 18. htp:... 165 160  Kate...
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Film... http:... 368 141888 Mor...
hatps: / fiw...
High... http:... 874 1516  ash.
htps:/ fow...
Acto,.. http:... 742 2926... Mish...
45th .. hitp:... 47 6263... Don...
| 3 - Choose Network Logic to apply : Hashtag Network ST
Wed... #NO... hitp:... 5111 4650  Reu..
Sun ... en
Tue ... jour... hitp:... 1453 7441  Paul.
A i @ Iil i I i i
Connect
Add Merge Delete Clear Copy data to Fill column Duplicate
column columns column ~ | column~ | other column ~ | with a value - column ~
x o
- - o p ~ -
i feg 29 29 24 AR R 27 29

H
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ForceAtlas 2 2]
k
(1] P Run I
v Threads 2
Threads numbser 3
¥ Performance rd
Tolerance (speed) 10
Approximate Repulsion (] W
Approximation 1.2 #
* Tuning =
- £ ¥ 4
ForceAtlas 2 2 |
x
¥ presets... | Reset 3

e Sreaming Imporie & [ e soin |

Add

Delete #elpasoshooting
#internetshutdown
Wkeepiton

3 - Choose Network Logic to apply : Hashtag Metwork a
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SOCIAL NETWORK DATA ACCESS.

During the process of creating this handbook, we were informed
via a tweet by Professor Bernhard Rieder, the creator of the
#Netvizz tool, that Facebook had finally taken down their app.
This left researchers, advocates, academics and activists without
a platform on which they could analyse and download Facebook’s
social graph data for research purposes.

o ¢  Thread
{7 Home Bernhard Rieder
@RiederB
# Explore ok, #netvizz is no longer publicly available - looks like
that's it, folks!
[\ Notifications
2:30 PM - Aug 21, 2019 - Twitter Web App
9 Messages

32 Retweets 68 Likes

In the short time since the Cambridge Analytica scandal, many
of the social network analysis tools that were previously available
have become obsolete or have ceased to exist. Facebook
removed Graph Search, Twitter removed geotagged Tweets,
IntelTechniques lost its tools and Pipl put up a paywall. Although
these setbacks may be frustrating, it is important for advocates to
remember that the foundation of good social network analysis is
not simply using the right tools but also a sound method. Tools are
transient, but good analysis methods stay the same.
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CrowdTangle is the future!

In early 2019, Facebook and Instagram announced that they would offer CrowdTangle access to
academics and the research community. This will be the only way researchers and academics will

be able to access Social Graph data.

INTERACTIONS INTERACTION RATE POST COUNT POST TYPE
A Pratd
INTERALTION TYPE ——
Lirks L]
IKTERACTION TYPE
Al intenscticems -
-
.
DATE RANGE
Dy
30 Day
3 Man
LINKS TOTAL INTERACTIONS LAST & MONTHS Ll Mnits L]
L
ROUP BY
o Lkes 220 E—————— By Waek .
3 comments 224K slonth
> sraes 07 i —

CrowdTangle is a content discovery and social
analytics tool that was acquired by Facebook
in November 2016. Content from more than
five million public social accounts can be
accessed in real time. There are several key
features of CrowdTangle, such as real time
dashboards that can be used to track accounts,
keywords, links and historical data. Users can
create custom reports and track topics across
platforms. To date, CrowdTangle has been
used primarily to help newsrooms and media
publishers understand what is happening on
the platform.

Researchers will only have access to
CrowdTangle through proposals. Successful
proposals will allow researchers to obtain
access to both a CrowdTangle API through

Social Science One and training that will assist
them with data access and analysis.

Researchers obtaining access to the
CrowdTangle APl will be required to sign a
Research Data Agreement with Facebook,
which enables approved researchers to obtain
legal, trusted, secure and privacy-protected
access to Facebook data under the Social
Science One framework. Researchers will also
be required to agree to the CrowdTangle terms
of service. For more details on this, advocates
are advised to review this Facebook Newsroom
post:

https://www.facebook.com/
facebookmedia/blog/crowdtangle-for-
academics-and-researchers
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STORAGE & PRESERVING DATA.

Hosted on the platform Github, we have a Facebook page dataset
that may be downloaded at a later date. Before getting into the case
studies’ details, we will cover Github’s basics features, including
repositories, commits, branches, pull requests and issues, as
additional content for advocates. The goal is for advocates to be
able to use GitHub independently for their own projects. It is an
amazing tool for any advocate who wishes to collaborate on SNA,
work on general data analysis, back up their work or share their
methodology with partners.

What is GitHub?
GitHub is a platform for hosting and collaborating on projects.

Say an advocate wishes to store a specific dataset and create a
handmade visualisation or report template. They will need to create
the whole thing themselves, and they will want to store all the data
and documentation online in one place. That’s GitHub. Not only
does the platform store files, it can also remember all changes
made through a program called version control. Therefore, it is
always possible to return to an earlier stage and correct errors.

GitHub is also a cool platform that advocates, academics and even
activists are encouraged to use because it allows their projects to
be open source. In other words, their projects will be free for others
to share, use and improve. In return, they will be able to use the
gems others put on GitHub. They will be able to search for them,
copy (‘fork’) and reuse (if they can). Or, they may ‘star’ them for
later.

It is also important to note that GitHub is far from being a Content
Management System (like WordPress); however, advocates can
host a blog on GitHub or publish their projects as standalone
GitHub Pages.

ADD COMMITS

©o © @

CREATE A OPEN A PULL
BRANCH REQUEST

Create abranchin your Use a pull request to get

project where you can feedback onyour changes

safely experiment and from people down the hall
make changes. or ten time zones away.

DISCUSS AND REVIEW

MERGE AND
DEPLOY

changes in
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SOME VOCABULARY.

Before diving into GitHub, get a leg up by
understanding its litany of technical terms.
Later, advocates will also want to download
Git and the GitHub native app for either Mac,
Linux or Windows. GitHub explains every step
on their website.

1. COMMITS:

A commit is simply a change you make to
a piece of code or a set of related changes
made on multiple files.

2. FORKING:

Forking is the copying of an existing code
repository at a specific point so you can add
to it as you see fit. The original code will still
exist for the creator, but your fork may spin
off into a lively new project. This means that
any project publicly hosted on GitHub can be
edited by anyone. For example, if you find a
typo in the Internews Digital Rights handbook,
you may change it.

3. PULL REQUESTS:

Pull requests let users know what changes
you may have made to a particular repository.
Once you send a pull request, other users can
review your changes and incorporate them
into their own repositories.

4. REPOSITORY:

A collection of commits and the branches and
tags used to identify commits.

5. REMOTE:

The ‘remote’ locations of your repository,
normally on a central server.
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WHY BOTHER?

‘Why should advocates bother going the hard
route if they aren’t technical (yet)?’

For a smooth collaboration with partners and to track management
changes across projects, we encourage advocates to invest some
time learning how to use Github. We know that it’s much more fun
(and better motivation) to learn things when you need them for real
projects rather than to start from the very (boring and theoretical)
beginning. Therefore, let’s get started with Github’s practical
application.

Let’s begin by setting it up
[> 1. Go to GitHub.com and sign up.
This is as easy as registering for any site
on the web. Choose a free plan, obviously.
(Later on, don’t forget to add a nice pic
of yourself and to edit your ‘About Me’

section).

You’ll arrive at this start page:

Why GitHub? Enterprise Explore Marketplace Pricing

Username

Built for

developers

bis ment platform inspired

Make sure it's at least 15 characters OR at least & characters
including & number and a lowercase letter. Learn maore

By clicking "Sign up for GitHub", you agree to our Terms of Service
and Privacy Statement. We'll occasionally send you account
related emails

Signin | Sig
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[> 2. Complete the registration.

You should receive a
confirmation email and GitHub
the messages shown on
the right. .
Welcome to GitHub, @InternewsDRA!
Advocates should You're the newest member in this community of over 36 million people who
use GitHub to host and review code, manage projects, and build software.
choose a username
relevant to themselves
or to a project they are
currently working on.

A

A; A few links to help you get started

Complete your GitHub profile )
Set up your computer for GitHub ?
Learn more about using GitHub ?

[> 3. Create a project.

Within this project, let’s go ahead and create a repository in
which data can be uploaded.

':f_: Internews Digital Rights Advocates

Repositories Packages People 1 Teams ') Projects Settings

Organize your issues with project boards Learn More

Did you know you can manage projects in the same place you keep your code? Set up a project
board on GitHub to streamline and automate your workflow.

E =5

Sort tasks Plan your project Automate your workflow
Add issues and pull requests to your board Sort tasks into columns by status. You can Set up triggering events to save time on
and pricritize them alongside note cards label columns with status indicators like project management—we’ll move tasks
containing ideas or task lists "To Do", "In Progress”, and "Done" into the right columns for you.

~ — 3]
= ) 6%

Track progress Share status Wrap up
Keep track of everything happening in your Each card has a unique URL, making it After you wrap up your work, close your
project and see exacily what's changed easy to share and discuss individual tasks project board to remove it from your active

since the last time you looked. with your team. projects list. On to the next project!
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4. Create the repository as an area in
which project data files can be uploaded.

Create a new repository

A repository contains all project files, including the revision history. Already have a project repository
elsewhere? Import a repository.

Owner Repository name *

€5 Internews-DRA~ | / l Igth v

Great repository names are short and memorable. Need inspiration? How about super-pancake?

Description (optional)

D You should have the repository, as can be seen below,
sitting somewhere within your personal Github account.

Internews Digital Rights Advocates
Internews Digital Rights Advocates Handbook Content

InternewsDRA@gmail.com

[ Repositories 1 Packages People 1 Teams Projects Settings

Type: All - Customize pins

People 1>
Igbt P
Case Study #2: Censorship of LGBT Content Online. e

| ]
¥o %0 (@o (10 uUpdated 29 seconds ago ﬁ

Invite someone

@ 2019 GitHub, Inc. Terms Privacy Security Status Help Contact GitHub  Pricing APl Training Bleg About
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D Adding a file to a repository

Advocates can upload and commit an existing file to a GitHub
repository. Drag and drop any file to any directory in the file tree, or
upload files from the repository’s main page.

Files that you add to a repository via a browser are limited to 25 MB per
file. You can add larger files, up to 100 MB each, via the command line;
however, that is not within the scope of this handbook.

Drag and drop the file or folder you would like to upload to your
repository onto the file tree.

[ Internews-DRA / Igbt ©watch> 0  dStar 0 ¥ 0

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Security Insights Settings

Quick setup — if you've done this kind of thing before
EﬂSet up in Desktop or | HTTPS | SSH | https://github.com/Internews-DRA/1lgbt.git [:_’—‘.‘[.

Get started by creating a new file or uploading an existing file. We recommend every repository include a README, LICENSE, and .gitignore.

D At the bottom of the
page, type a short,
meaningful
commit message
that describes the
changes made
to the file. You
can attribute
the commit and
commit message Drag additional files here to add them to your repository
to more than one Or choose your files
author.

& Internews-DRA / Igbt ©Watch~ 0 s Star 0

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Security Insights settings

Igbt /

[l pagenetwork_51830314767.2019_08 03 11.04.13.zip

“Wy"  Commitchanges

gay rights media

We shall use https://www.facebook.com/gayrightsmedia Facebook page data. Advocates are free to review any other Facebook pages
for their research puruoses.|

Commit changes JeELT]
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D After clicking ‘commit changes’, advocates should
now have a file within their Github Repositories, as
shown below, that is ready to be shared or used in
collaboration with other partners.

E Internews-DRA / Igbt @Watch~ 0  ksStar 0 ¥YFork 0
<> Code Issues 0 Pull requests 0 Projects 0 wiki Security Insights Settings
Case Study #2: Censorship of LGET Content Online. Edit

Manage topics

P 1 commit 1 branch T O releases 22 1 contributor
Branch: master = New pull request Create new file  Upload files = Find File Clone or download ~
% InternewsDRA gay rights media = Latest commit 751123 now
[l pagenetwork_51830314767.2019_08_03_11_04_13.zip gay rights media now

Help people interested in this repository understand your project by adding a README.
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CASE STUDY #2

Censorship of LGBT Content
Online.

We will leverage the data already downloaded
from Facebook’s social ‘Graph API’ to
perform various analyses. User likes, pages
and posts are data points related to the many
people who actively use Facebook on a

daily basis and both produce and consume
content.

Here in particular, we shall find connections
between people, pages and organisations
based on the sample dataset obtained from
Facebook in August 2019 before they shut
down the #Netvizz tool. We shall download
this data from the Internews Github account
https://github.com/Internews-DRA. The data
is related to the ‘Gay Rights Media’ Facebook
page on which several organisations discuss
topics related to the censorship of LGBT
online content. We shall use the Gephi tool
to, for example, find links between people
or pages involved in the discussions,
advocacy or development of projects or
who are members of various groups with
strong connections or activities within these
discussions.

As previously mentioned, after the Cambridge
Analytica scandal in 2018, Facebook received
a great deal of criticism for not providing

an easy way to export personal data to be
used for research. However, the #Netvizz
Facebook app created by Bernhard Rieder
(professor at the University of Amsterdam)
provided a tool that could do just that and
even more. Unfortunately, as this handbook
was being created in August 2019, this app
was also shut down by Facebook, which left
almost no other app that allowed access to
this data.

For this case study, we shall use the
downloaded data that is now hosted on the
Internews DRA Github account. #Netvizz was
a data collection and extraction application
that allowed researchers to export data in
standard file formats from different sections
of the Facebook social networking service.
Friendship networks, groups and pages could
be analysed quantitatively and qualitatively
with regard to their demographics, post
demographics and relational characteristics.
This handbook provides an overview of the
directions this data made available. We will
not discuss data extraction via the official
Application Programming Interface (API), as
the tool was shut down and no longer exists.

We shall go through the details on how
advocates can obtain the sample network
data now hosted on Github, import it into
Gephi and analyse it there. Once they have
downloaded the network and imported it
into Gephi, they will be able to perform the
following activities to answer some of the
previously posed questions.

e Compute the density and centrality
measures of the network

e |dentify the brokers and central
nodes in the network

e \Visualize the network to identify its
brokers

e Perform a modularity analysis and
identify the communities
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The ‘Gay Rights Media’ Facebook page used in
this analysis can be accessed as shown below.

L £ Lo s s a
GAY RIGHTS MEDIA

QUALITY EQUALITY STORIES
" Y
o
0a0

Gay Rights Media @ R

h i . .
@gayrightsmedia sngrtsht&medm
Home
About
Bty weLike R Follow  # Share
Videos

Pasts Community o0 AN
Photos

AL it friands to b this Py
Community Goy Rights Madla e
¥ty 26 1240 PM - @ e 212,030 peoplo like this
Hotes
Proview the 2019 LGBT History Month icons 10 be celebrated this R 208,813 people follow this

October. Search over 400 kcons at gbthistorymanth.com,

About Son A

www IgbtHistoryonth.com

e s e, g Bt g

A (= Sond Message
2019

@ oayrights.media

™ Hews & Media Website

& Suggest Edits

) Page Transparency 560 More
¥

vﬁuruumu i Y0 Page created - December 16, 2008
LGBTHM Overview 2019
Pages Liked by This Page »
©0s
= L 1 S N i

A preview of how the #Netvizz tool visualized
the network [Note: no longer accessible].

= s

Netvizz v1.6

API connection error. (Error message: (#200) Permissions error)

Retrieved 59 pages with a crawl depth of 1.
Network visualization

current seeds: 51830314767

LGBT Humanists

UnitghdigjgRs Froo & Equal
Lesbian, Gay, Bisexual s WERRMERBATK
ILGA-EuTomGLET Historical Society

LGBTQ Nation (" PinkNews.

The Bilasi RBRThal Gay & Lesbian Archives
Coosnabasmane
Outsports: o
AIDS (@ Gay Rights badia. Loud
ourf i HEAR S ® i
The Williams Institute at UCLA School of
0 Task FoE "
GLAAD

Log Cabin aﬂubﬂl:l-
Equality Forum
Legal AdvocBissBNeARRRIAN. a1 gy them Equality
contot SE/ AR SRS FoundatioThe New Civil Rights Movement

Lambda Legal 1t Gets Better Project

The Trevor
Campus Pride. ue Colars Uniled

@ Human Robis Came . ngason for Equal Righs (AFER)

Equally Calfomia ., s amcaign )
Dy of Sanca Equality on Trial

Courage Campaign

click on node for more information




D Download the raw GDF data that will be
used later or use the import to Gephi tool.

Note: We're hosting the raw datasets on Github. This data is a
zip file, also known as a GDF file (which is a variation of the CSV
format), in which all Facebook page friendships, relationships and
even some meta-data are encoded. Advocates can open this file
using a network visualization package (for example, Gephi) and
obtain a neat visual representation of the Facebook network and
the communities that comprise it.

> Go to https://github.com/Internews-DRA/

> Click on the repository named ‘Igbt’.

> Click on the .zip file that contains the data.
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ws-DRA [ Igbt @Watch~ 0 | dStar 0  YFor

Issues 0 Il Pull requests 0 'l Projects 0 Wiki 1 Security i Insights . Settings

9]
N

y #2: Censorship of LGBT Content Online.

s

D 1 commit ¥ 1branch > O releases 22 1 contributor
ster = Mew pull request Create new file  Upload files  Find File
'wsDRA gay rights media - Latest commit €751123 2 hou
twork_51830314767_2019._08_03_.11_04_13.zip gay rights media 2 hour
ple interested in this repository understand your project by adding a README.

Click on the ‘download’ button to
download the file to your computer.

ws-DRA / Igbt ©Watch~ 0  kstar 0 %
!llssues 0 Il Pull requests 0 I'l| Projects 0 Wiki 1) Security i Insights  £F Settings

ster~ | |gbt / pagenetwork_51830314767_2019_08_03_11_04_13.zip Find file

ewsDRA gay rights media c751123 2

or

| Download | History



Downloading and installing Gephi:

Download guide: Installation guide:
https://gephi.org/users/download https://gephi.org/users/install

Home Features Learn Develop Flugins Services Consortium

Download

Gaghi is an opan and saftwars wndar the dual license CODL 1.0 and GNU Ganeral
Public License v3.

Official Releases

Release Notes | System Requintments | Installation instructions

Gephi 0.9.2 is the latest stable releass

Download Gephi for Mac OSX
e (o eafone._

If you hawe an cider Gephi on your competer, you should uninstall it first, see the installation instructions

s O e

Download Gephl 0.9.2 for Windows
Domnioad Gephi 0.9.2 for Lisen Ways to get help

4] ot Profomscral Trsrirg Coures

GitHuts o st the Source code and track issues. The trunk repasitory i the mest up-to-dabe version but may be

unstable, The last stable version is lecated in the release tab on GitHub, o
New to Gephi?
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Support us!
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& gephi IGTN Workspace View Tools Window Help

On the Gephi menu ® o Erewpdes gaN, g8

Open... #¥0

bar, go to ‘File’ and frmmat] o>

i Close Project
Nodes Edges | Bragging

‘Open’ the .gdf file. s E09% | i proparts

Import spreadsheet...

Import Database »

Import...

Generate

kal Save #s

Export 3
b
v
Ve
o

- P Apply

Layout | Twitter Streaming Importer

---Choose a layout o

Source: Stream ImporterGDF

D Opening the file. =~

Node column ‘username’ (String)
Node column 'category’ (String)
Node column 'post_activity' (Float)
Node column 'fan_count’ (Integer)

When YOUI' ﬁle has Node column "talking_about_count” {Integer)

Node column 'users_can_post’ (String)

been opened, the Node column 'link' (String)
import report will GaphType  Oiecd [ Mo b

# of Nodes: 59 © New workspace

summarize the data st
found and any issues. Dynamic Graph: no

Dynamic Attributes: no

Click ‘OK’. Molt Graph: o

Append to existing workspace
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§ When your file has been opened,
z you can see a hairball like this:
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(6 owvew ] [ owatasborss
" Workspace 1 )
Appearance £ Grap
D Locate the layout module on the left T e A T|%
panel. Choose ‘Force Atlas’. You can see Unlque Partition _ Ranking R
the layout properties on the right. Click 1 #c0c0co £
‘Run’ and ‘Stop’. d
¥ 4
D Control the layout 5
. - [ Apply z
The purpose of the layout properties are — =]
to allow you to control the algorithm e x
and create a readable representation. == Chonse 2ot e
‘Force Atlas’ causes the connected nodes | P | @
to be attracted to each other and pushes Cormpllay,
the unconnected nodes apart to create T Mo 8
° el us
clusters of connections. Noverlap 5
Ll
2|
F Presets.. | Reset L
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D Set the repulsion strength at 10,000 to
expand the graph.
¢ Click ‘Enter’ to validate the value.

¢ Click ‘Stop’ when it seems as though you have
some different clusters.

& stop

<>

Layout £
Force Atlas
(i ]
v Force Atlas

Inertia 0.1

Repulsion strength 10000.0

Attraction strength 10.0

Maximum displacement 10.0
- : =

Force Atlas

D Ranking (degree)

The ranking module allows you configure the nodes’
colour and size.

¢ Choose the ranking tab on the top left module
and choose ‘Degree’ from the menu.

e Click ‘Apply’.
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D Statistics

¢ Click the statistics tab on the top right module.
¢ Click ‘Run’ next to average path length.
e Select ‘Directed’ and click ‘OK’.

[| | Network Diameter
@ ] Graph Distance settings

Distance
The average graph-distance between all pairs of nodes. Connected nodes have graph distance 1. The
diameter is the longest graph distance between any two nodes in the network. (i.e. How far apart are
" the two most distant nodes).

° Directed Normalize Centralities in [0,1]

Undirected

Betweenness Centrality: Measures how often a node appears on shortest paths between nodes in the network.
Closeness Centrality:  The average distance from a given starting node to all other nodes in the network.
Eccentricity: The distance from a given starting node to the farthest node from it in the network.

Concel (O
" o I ——
qm

When finished, the metric
displays its results in a
report like this

(betweenness, -
closeness and "t
eccentricity): Rasulis

Diameter: 5
Radius: 0
Average Path length: 2.449025487256372

Betweenness Centrality Distribution

Count

. T T

0

0 5D 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800
Value

(=4 print | Ly Copy | [ Save Close
T



D Ranking (Betweenness)
¢ Return to ranking on the top left module and choose a rank parameter
from the dropdown menu ‘Betweenness Centrality’.

We can closely see the network below formulating. At this point,
advocates should be able to begin analysing and explaining the network
as related to the definitions explained in the beginning of this handbook.
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Appearance £ M Graph @ bl Context 0 | oy
Nodes  Edges ® B A T |Fh oavsns icontiguwe Nodes: 59
Unique Partition  Ranking L3 Edges: 456
Directed Graph
#cOcOch Ld
2
i
4
f’\-_
¥
y.
x Filters €3
@ Rl B -
= b Apply = Ukrary
1 b Awibutes
Layout = * O Dynamic
b O Edges
Force Atlas B » . Operator
¥ o Topology
o I Run  Saved queries
nera vl
Repulsion strength 200.0
Attraction strength 10.0
Maximum displace 10.0
Auto stabilize func [
Autostab Strength 80.0
7 Autostab sensibili 0.2 T cuaries
Gravity 30.0 @ Drag filter here
Attraction Distrib.
Adjust by Sizes ]
Speed 10 E=
L1
Force Atlas ? |4
A
¥ presets... | Reser ¢l T L w T = —— [A-[A[AarsoinT 32| — — W& a T P Fier

Advocates may now notice the different actors of interest categories,
such as Non-Profits, Cause, Political, Government and News & Media.
Which category has the highest number of actors?

Unigue Partition  Ranking & Edges: 456
; Directed Graph
category B (]
Nonrofit Organization  (52.54% || *7
MNews & Media Website  (B.47%)
Cause 16.78%) £
Media/News Company  (5.08%)
Drganizacio sem fins |... (5.08%) o
Political Organization  (3.39%) £
Community Organization (3.39%) =
Community (1.69% o
Organizacio politica  (1.69%) -
Community Center (1.69%) .
Broadcasting & Media ... (1.69%) x
Palette... &
= | b Apaly
=t
Force Atlas B
(1] b Run
nerta wi
Repulsion strength 200.0
Artraction strength 10.0
Maximum displace 10.0
Auto stabilize fun: [
Autostab Strength 80.0
Autostab sensibili 0.2 T Cueries
Gravity 30.0 @ Drag fitter here
Attraction Distrib.
Adjust by Sizes B
Speed Lo !_
e S Y




¥
O . . .
Q D Advocates should be able to see individual page networks and
= explain this in detail here.
< Which actors or pages seem more influential than others?
» Roll over the actors to see the arrows pointing across.
7
5 Waorkspace 1 )
< Appearance £ e _m_ﬁr
zZ Nodes  Edges @ 0 A AT |Lp vaswna comtigue) Nodes: 59
B Edges: 456

; ""::m:::m — B I;l Dlr:undcmph
o W oo 339 2
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B outrightini 11.69% &
L B Sdeolove (e
z B e g |2
2 = Mo (%0 | R —
S ; B
(7] Force Atlas B : : ?:f:w.
— » o Topology
» o b fun 0 Saved queries
= T
z Ao itz o B
B e L
E ::la:ai:\l’lun Distrib. 0 9 o s
= Pz D 5

LE
Force Atlas. A
P presers._. | Reset V@ T & T = —— [&[A[amsenrsz] — — HE - e P Fines
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I> Weighted Degree.

Look into the weighted degree and see which pages or actors have
the highest number of relationships. This can be done by going into the
statistics tab and running the weighted degree. To view the different
sizes, go to the ranking tab > select symbol > select weighted degree /
run. Finally, you may wish to go to the spatial tab > select force atlas >
check parameter ‘fit by size’ > run.

Workspace 1
Appearance £ Graph @
Nodes Edges @ . A T %n’lﬁ‘ﬂ (Configure)

Unigue Ranking R

Weighted Degree Bl-

Minsize: 1 I Maxsize 9

[Spline...
- b Apply 7

Force Atlas

o oy A= P Ty
Inertia ul B -
Repulsion strengtt 200.0
Attraction strengtt 10.0

Maximum displace 10.0

Auto stabilize func €

Autostab Strength 80.0

Autostab sensibilil 0.2

Gravity 30.0

Attraction Distrib.

Adjust by Sizes

Soeed 10

Force Atlas 2

REEE

S = AT £ AF w e [A-TA TAral oM, 32| — — TR a



D Centrality.

Check how central or peripheral a specific node is to the network.
You might wish to go further and look into the degree-centrality.
Examine which nodes have many connections or the number of ties
each specific node has.

Do you see in-degree or out-degree in the directed networks?
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Auto stabilize func [ PageRank ]
Autostab Strength £0.0
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. = Edge Overview k
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. = Dynamic
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D Network Distances.

Look at the shortest paths (geodesics). The diameter of the network
is the length of its longest geodesic. What is the length of the
network below? What is the reachability of connectedness? In other
words, can every node reach every other node and how would

this be important for digital advocates examining the censorship of

LGBT online content?

Appearance £ Ch| Graph © bl Context © | &l
Nodes Edges @ O A T | L onsuing iconfigue) Nodes: 59
Edaes
Unique Partition  Ranking k ges: 456
2 Directed Graph
username Bl
- 13.49%) @
B pinknews (1.69%)
W courageCampaign (1.69%) V4
I LGBTQHistory (1.69%)
W imhelifemedia 11.69%) >
W outrightint 1.69%) &
B sdeoflove 1.69%) A
W EqualityForum (1.69%) v
M cueap (1.69%)
stopB 11.69%) £
I NationalDayafSilence (1.69%) x
- EqualityCalifornia 11.69%)
Palette...| & Statistics £
- boasely | il
[T © [ gy
Average Degree 7.728  Run
Farce Atlas 8 Avg. Weighted Degree 7,729 | Run
Li] b Run Network Diameter Run
Graph Densi Run
 Force Atlas 5 B
Inertia 0.1 HITS Run
Repulsion strengtt 200.0 Modularity Run
Attraction strength 10.0 AU B
Maximum displace 10.0 L ot
Auto stabilize fune £ Connected Components Run
Autostab Sner!gth 80.0 = Node Overview
gnto_sltab sensibilit 3020 Avg. Clustering Coefficient  Run
ravity .
Attraction Distrib, al Eigenvector Centrality L}
——— = || = Edge Overview
Force Atlas ‘A Avg. Path Length Run
= Dynamic
P presers... | Reser Vel T L e b s —— (A A |aeiserz] — — HE & | #Nodes Run

In the above case study, we demonstrate
how advocates can analyse or perform SNA
on any Facebook page or profile using a
combination of freely available tools. We can
identify the structure and key influencers of
the ‘Gay Media Rights’ Facebook page. In
addition, we are able to answer questions,
such as 1) how does the structure of this page
affect the ability to successfully interact with
the censorship of LGBT content online and 2)
what kinds of people or actors exert the most
influence within this page.

Visualizing the page as a network and
identifying the most prominent communities
and most influential members can answer both
questions. It can also highlight any possible
strategies for strengthening or weakening
these groups and find the main points of entry:
the people and clusters within the groups that
should be addressed to convey a message to
the groups in the quickest and most efficient
manner possible.



Below are screenshots from additional analyses that were possible using #Netvizz before
the program was taken down by Facebook. We can see the specific page trends through its
comments, shares, likes and other reactions over the past few months. We can see the dates
on which posts had the most activity and correlate those with any censorship discussions or
collaborations from around the same time.

Aggregate Analysis

100 posts covering the period from 2017-07-17 20:19:23 to 2019-07-26 13:40:31
895 comments (8.95 average)
6692 reactions (66.92 average)
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In addition, with the #Netvizz tool, we could use the Post Explorer tool, which examined high-
activity posts across multiple surfaces, such as videos, links, statuses and photos. We could
review what type of content had the highest reactions and over what surfaces to help advocates
modify their content and discussions based on the available data.

Post Explorer

correlation time

M video Mlink M status [l photo
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CASE STUDY #3

Digital Rights and Freedom Bill,
2016

In this final case study, we shall refer to the
Nigeria Digital Rights and Freedom Bill, which
can be accessed at https://bit.ly/33GtrNG.
With an internet penetration rate of 46%,
Nigeria has the largest number of internet
users in Africa as well as the seventh largest
in the world. The need for a law that governs,
protects, administers, and enforces the digital
human rights was a priority because as
technology continues to share and disrupt the
current global landscape, certain measures
and standards are required to ensure the
sanctity of each and every citizen’s rights—
particularly, their online rights related to digital
freedom.

To visualise the data collected through bill
reports with significant amounts of text in
formats such as PDFs or web HTML, we will
need to look at different visualisations and
techniques to make sense of this unstructured
data. We must work with the data to guide
advocates towards determining which
keywords or topics seem most important to
the bill regarding its frequency or size.

You may find the chosen tool at:
https://voyant-tools.org

Voyant Tools is a web-based text-reading
and analysis environment. It is a scholarly
project that is designed to facilitate reading
and interpretive practices among researchers,
digital humanities scholars, as well as the
general public.

What DRAs can do with Voyant Tools:

Learn how computer-assisted text

analysis works; check out our ‘next
steps’ examples that describe how
text analysis may be conducted on

the Digital Rights and Freedom Bill

in the Nigeria case study;

Study texts they find on the web
or texts they have carefully edited
and saved on their computers;

Add functionality to their online
collections, journals, blogs, or
websites such that others can see
through their texts with analytical
tools;

Add interactive evidence to the
reports they will publish online
and add interactive panels directly
into their research essays (if they
can be published online) such that
their readers can recapitulate their
results; and

Develop their own tools using the
functionality and code.



For this handbook and case study related to
Nigeria’s digital rights bill, we present to you
indicator tools that will offer a complete list of
five autonomous information blocks related to
the data.

e Cloud of tags: a word cloud
visualisation in the form their text;
DRAs will be able to choose other
forms of displaying the corpus
of words and, if necessary,
excluding others.

e Reader: provides access to plain
text. DRAs can search for a word
via a search box. By clicking on one
word in the text, a frequency
histogram is generated beneath the
text, and the selected word
becomes the subject of analysis for
all the blocks.
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e Trends: a powerful tool that
identifies and compares the most

frequently used keywords as well
as studies their proximity within the
text.

e  Summary: This block result of
the text’s automatic analysis
provides statistical information
regarding the bill’s text under study,
including number of words, number
of documents, and most frequently
used words, among other variables.

e Contexts: When selecting a word in
the reader, phrases and documents
in which the word is mentioned
within the bill will emerge.

These five blocks are, again, merely part of the
information extracted from the automatic text
analysis by Voyant Tools. By walking through
the menus, advocates will be able to modify or
even replace the data blocks with others.

Shallgd; information
—+ & right
citizens
use expression

Bill Analysis: SHORT TITLE Digital Rights and F... ™1 o




Get started with a corpus or text from the
Digital Rights and Freedom Bill:

https://bit.ly/33GtrNG
The text may be downloaded as a document and
uploaded or copied and pasted directly into the text

area, as shown in the image below.

|> Go to: https://voyant-tools.org

Selecting a Corpus

X
o
o
o
(@]
=z
<
I
=
(2]
2]
<
P
<
4
o
(©)
=
[
L
P4
-
I
o
o}
(%)
(%2]
=
L
P
o
L
[
=

There are three main ways of selecting a corpus in Voyant Tools:

1. type or paste into the main text area. either normal text or a set URLs, one per line; then hit the "Reveal” button
2. open an existing corpus (such as Austen or Shakespeare
3. upload one or more files from your computer

(s
IS

The upload file selector should allow you to choose one or more files using Ctrl and Shift keys. If you have several documents to add at once, it may be
easiest to first create a zip archive containing the files and then upload the one zip file.

For more information on selecting a corpus, including advanced options, see Loading a Corpus
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Document Terms

Here, we are presented with several data points from the bill that
offer some insights. We notice that ‘bill’, ‘clause’, ‘data’, ‘shall’,
and ‘rights’ are the most frequently used keywords, and we can
observe the document number—that is, the position of the term’s

document in the corpus.

‘Term’ represents the document term used, ‘Count’ is the raw
frequency of each term, ‘Relative’ is the relative frequency (per
ten million words) of each term, and finally, ‘Trend’ is a sparkline
graph that illustrates each term’s distribution within the document
segments; by hovering over the sparkline, one can view finer-

grained results.

o ferm

1 bill

1 clause

1 data

1 shall

1 rights

1 freedom

1 online

1 internat
digital

1 right

1 citizens

1 information
1 protection

1 surveillance
1 expression

1 provides

1 relevant

1 government

| (OO0 O00000ggoo|ooaooono

?

571

Count
41
29
26
26
25
23
19
16
14
14
13
13
12
12

10
10




Trends

Similar to document terms, we shall analyse the trends, which
present a line graph depicting the distribution of a word’s
occurrence across a corpus or document depending on the mode.

Each series in the graph is coloured according to the word it
represents, and at the top of the graph a legend displays which
words are associated with which colours. Advocates can click
on words in the legend to toggle their visibility. Hovering over any
point on the graph causes a callout box to appear with information
about the point, including the word, the frequency (raw or relative
depending on the mode), and the document or document segment.

fH Document Terms ?

@ bill | @clause | @data  @rights | @ shall
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TermsBerry

The TermsBerry tool provides a method for
exploring high-frequency terms and their
collocates (i.e., words that occur in proximity)
that are used in the bill.

The TermsBerry tool is intended to mix the
power of visualising high-frequency terms with
the utility of exploring how those same terms
co-occur—that is, to what extent they appear
in proximity with one another. In some ways,
this tool is similar to Cirrus (the word cloud)
although even more useful due to the added
collocates and corpus coverage information.

The highest-frequency terms (or most distinct
terms if you change the options) appear
towards the middle of the screen and in larger
bubbles spiralling outwards. The darkness

&, Voyant Tools

of each term represents the proportion of
documents wherein it appears; darker colours
mean the term appears in more documents,
and no differentiation is observed if there
exists merely one document in the corpus.

When you hover over a term, it becomes the
keyword. Then, each of the other bubbles
indicates the collocate frequency for that
term (within the specified context; by default,
two words to the left and two words to the
right); the darker the colour, the higher the
collocate frequency. The hovering term also
has a tooltip that appears and then generates
the term frequency as well as the number of
documents in which that term appears.
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TextualArc

Similar to TermsBerry, we look into TextualArc,
which is a visualisation of the terms in a
document that includes a weighted centroid
of terms and an arc that follows the terms
according to their order of appearance within
the document.

The current text is represented on the circle’s
perimeter, starting at the top and looping
around clockwise. Each occurrence of a

(0 TermsBerry @& TextualArc

term pulls the term towards its location on
the perimeter, while the term label’s position
represents the mean of these forces (or
weighted centroid). The text is ‘read’ from
start to finish, with repeated non-stop words
visited by the animated arc. The occurrences
of the currently read term are indicated by lines
to the perimeter. You can also hover over any
term to see its occurrences on the perimeter.

*#y Voyant Tools

7@ O?

shall

PARTS The Bill has 7

clause

parts and 22 clauses incluc
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Scatter Plot

A scatter plot is a graph visualisation of how
words cluster via a corpus document similarity,
correspondence  analysis, or principal
component analysis (PCA).

PCA is a technique that takes and optimises
data in a multidimensional space, thus
reducing its dimensions to a manageable
subset. By discarding all but the first two or
three dimensions, we are left with a new data
set that ideally contains most of the original
set’s information that is easy to visualise. In
the resulting visualisation, words used in the
bill that are grouped together are associated —

that is, they follow a similar usage pattern in
the corpus.

A scatter plot is presented in the tool’s main
display with a legend in the top left-hand
corner, and hovering over a word in the graph
will display additional information about that
word’s frequency of occurrence.

Above the main display is the primary toolbar,
while to the right is a sub-panel of words
that appear in the corpus as well as their
frequencies.
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Phrases

The ‘Phrases’ tool indicates the bill’s repeating sequences of words organised by repetition
frequency or number of words in each repeated phrase. The lists below provide us with a strong
indication of which key phrases describe the bill and may be analysed further.
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E 1| bill when passed into law shall ba 2 T
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_ []| the digital rights and freedom bill 2 &
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E []| right to freedom of expression 2 5
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E ] the 1999 constitution as amended 2 5
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The ‘Correlations’ tool below enables an exploration of the extent to which the bill’s term
frequencies vary in sync (i.e., terms whose frequencies rise and fall together or inversely).

BEH Contexts ?
lerm 1 — — Term 2 Correlation.. Significanc...
courts e : hate 1 0
fee o A\ hate 1 0
hate PN . N material 1 0
administrati MNecwrg ) /\__. assembly 1 0
administrati. . iy g Oy /~__, association 1 0
amended N freedoms 1 (1]
censorship el o) process 1 0
constitutional ey / freedoms 1 0
electronic N s party 1 0
anonymously ¥ confidentiality 1 0
anyone's 2 confidentiality 1 0

? | 18528 minimum coverage (%100}

|> Advocates are encouraged to explore other tools against the same bill’s data set such
that various stakeholders may determine how to more thoroughly understand the
Digital Rights and Freedom Bill. To access other tools, see:

https://voyant-tools.org/docs/#!/guide/tools
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CONCLUSION

The design, implementation, and evaluation
of development programs towards digital
rights advocacy is intrinsically about
people, organisations, institutions, and the
relationships between them. From the case
studies above, we have demonstrated that
SNA can help one understand stakeholder
relationships and answer questions such
as: who is the most critical for sharing,
spreading, or disseminating information?
Who is the most influential or connected
to the greatest number of individuals? Who
acts as a bridge between different parts of
the network?

We have also come to understand that SNA
conceptualises a policy-making process
as a network of actors. It can assess
whether or not an interest group occupies
a leading central position within this policy
network and whether it belongs to various
ad-hoc coalitions or plays a brokering
role between different stakeholders. Such
network variables are crucial for capturing
how the various interest groups mobilise
and gain access to policymakers as well as
for explaining their goal achievements and
potential policy influence.

The benefit of an approach such as SNA is
that its methods can describe both simple
and complex environments—from a local
community to a nation state or even further
to aninternational level. These methods may
also range from an analogue (i.e., in-person
mapping exercises through workshops/
conferences) to the most sophisticated
(quantitative) measures of individuals and
the network using sophisticated software
programs and tools.

In conclusion, we hereby address the final
factors advocates should consider for SNA’s
successful introduction in their programs:

* Much consideration should be expended

towards learning questions about and ‘use
cases’ of SNA. Advocates might choose to
use SNA for a specific digital rights program
design to, for example, help design a
technical approach by selecting the
appropriate audience/target beneficiaries.
SNA may additionally be employed for
digital rights program implementation to,
for instance, help improve organisational
capacity.

* SNA may be implemented in program
monitoring and evaluation to measure
relationship changes over time, generate
base- and end-line data to understand
what interventions contribute, and
provide program learning information that
adaptively manages their programs as
they are implemented.

* ltis critical that advocates clarify the types
of questions they feel are most critical
to their programs and how they plan to
inform their interventions according to
their SNA findings. Advocates should
consider how they will ethically employ
the information for program design and
implementation, including monitoring and
evaluation for learning purposes.

* The program context should influence
the exact SNA approach and method
that advocates will be considering; in
many instances, simpler is better. Once
they have determined their use cases,
advocates should select the approaches,
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methods, and tools that will capture
the amount and type of data they can
easily collect and analyse. A variety of
techniques are available, ranging from
low-cost analogue and collaboration
mapping to more sophisticated analyses
that use metrics, such as free or open-
source platforms (e.g., Netvizz, Gephi,
NodeXL, SocnetV, R). Their choice of
platform will likely depend on the nature,
frequency, and type of data they plan to
collect.

It is important that advocates understand
that some digital rights programs will
benefit from SNA more than will others.
SNA can be applied across a range of
sectors, such as politics, social science,
economic growth, and governance,
although it is more easily integrated
in programs focused on network-level
or system-level change. Interventions
wherein SNA may be the most useful
include external advocacy, policy,
communications, messaging, and
programming focused on organisational
development.

As stated within this handbook’s
introduction and as exemplified by the
Facebook-Cambridge Analytica scandal
in early 2018, security, privacy, and ethical
considerations are paramount. SNA data
pose specific privacy concerns that other
types of statistical survey data do not; for
instance, data about relationships may
generally be sensitive, and additional
analyses may reveal wider connections
that may also be sensitive. Although they
can be aggregated to a higher level, SNA
data are often difficult to anonymise.
It is therefore critical that efficient data
practices are ensured by including fully
informed consent and an opt-out option
when collecting potentially sensitive data.
Advocates should also be transparent

about how they will collect, analyse, and
report on their collected data. In addition,
given their sensitive nature, maintaining
appropriate data security collection,
storage, and deletion practices is
paramount. Before deciding to apply any
SNA approach, advocates should assess
the situation, the alternatives, and the
implications for the participants to ensure
they are taking their approaches in an
appropriate and ethical way.

* Itis necessary that data be supplemented,
co-interpreted with context, and further
analysed. SNA findings are only as good
as their corresponding data. It is important
to take stock of and interpret the findings,
especially if the analysis is quantitative.
For example, if advocates employ SNA
to understand changes in a particular
network over time, it is often critical that
they always use the same hashtag across
the network or interview the same people;
this detail is often less important for larger
quantitative surveys. It is important that
any SNA analysis be supplemented
with qualitative data to ensure that the
understanding and interpretation of the
data is accurate. Often, the most effective
way to do so is to let people from within
the network explain how they would
interpret and utilise certain aspects of this
information. The appropriate context for
interpreting data is paramount and may
help connect the dots.

SNA is a powerful tool. When wielded
appropriately and ethically, it can be
incredibly illuminating in helping advocates
understand the contexts in which they
work. Advocates should confidently refer
to the knowledge shared in this handbook
while building on their creativity and paving
the path to success within their digital rights
programs.
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REFERENCES AND RESOURCES

Free Software!

+  TAGS: a free Google Sheet template that lets users set up and run the automated
collection of search results from Twitter: https://tags.hawksey.info

+ NodeXL: the easiest visualisation tool I've used, but (1) it only works with Microsoft
Excel in Windows and (2) its advanced features are no longer free. This tool also
calculates some metrics: https://nodexl.codeplex.com

«  Gephi: another nice (open-source) visualisation tool that works with Macs, Linux, and
Windows alike: https://gephi.org

+ Pajek: once the favourite visualisation tool in SNA—and still popular today: http://
vlado.fmf.uni-lj.si/pub/networks/pajek/

+  SoNIA: a visualisation software package for dynamic data (network movies!) http://
web.stanford.edu/group/sonia

+ Voyant Tools: a web-based text reading and analysis environment designed to make it
easy for users to work with their own text or collection of texts in a variety of formats,
including plain text, HTML, XML, PDF, RTF, and MS Word: https://voyant-tools.org/
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