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EXECUTIVE SUMMARY

In 2023, Advancing Rights in Southern Africa (ARISA) through its consortium partner,
Internews, undertook the most comprehensive review yet of laws affecting media
practice and the freedom of expression, including cyber laws, penal codes,
constitutions and acts of parliament, in the sixteen Southern African Development
Community (SADC) countries. The Information Ecosystem Analysis (IEA) provides an in-
depth overview of the legal provisions that have been enacted or are in various
stages of becoming laws in the region, and are being used by SADC governments to
stifle and limit press freedom and public debate. Each of the sixteen SADC countries
are included as individual country chapters in this report, providing country-specific
legal analyses of the relevant Cyber security and related laws used by the respective
country’s governments to stifle freedom of expression. The approach used by the
researchers considered the legislative environment together with literature on the
relevant topics, court cases and media reports about the application of specific laws
and focused on incidents of where laws were used, dating from 2020 to present. The
respective country analyses have been informed by extensive virtual interviews
conducted with journalists, civil society representatives and academics in the region.
Attention was also given to countries holding elections in 2023 and 2024.

With the rise in Cyber Security laws being enacted by regional governments, a key
area of concern are the election laws that adversely affect freedom of expression.
Nine SADC countries, namely, Botswana, Democratic Republic of Congo, Eswatini,
Madagascar, Mauritius, Mozambique, Namibia, South Africa, Zimbabwe have
elections slated to take place during late 2023 or 2024, 1 which makes examination of
the potential brakes on free discussion and debate particularly important in those
jurisdictions.

MEDIA FREEDOM AND FREEDOM OF EXPRESSION UNDER
THREAT

The Media freedom and journalism are under heightened threat and sharpened
assault across the African continent, with developments across southern Africa over
recent years becoming especially froubling, according to Amnesty International.

—

In his remarks commemorating World Press Freedom Day, May 319, 2023, Amnesty
International Director for East and Southern Africa, Tigere Chagutah, noted that: “There
has been a worrying frend of attacks, harassment, intimidation and the criminalization
of journalism across East and Southern Africa demonstrating the length to which
authorities are prepared to go to silence the media for exposing allegations of corruption
and human rights violations. 2

1 “Elections Calendar for SADC-2022-t0-2026", SADC Parliamentary Forum website; “SADC Elections Calendar”, GENDER &
Development in SADC and Southern African Research and Documentation Centre (SARDC)

2 “East and Southern Africa: Attacks on journalists on the rise as authorities seek to suppress press freedom”, Amnesty
International, 3 May 2023.
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As this report illustrates, the latest instruments in the evolving arsenal of repressive tools
being deployed to undermine media freedom and civic spaces across the Southern
African Development Community (SADC) have become cyberspace-related laws
and regulations, particularly cybersecurity and cybercrime laws and regulatory
frameworks.

—

These laws and regulations in the SADC region “that limit the freedom of the press in the
digital age signal a disturbing trend”, argued the Institute for Security Studies (ISS) in June
2023, because they “open up a new front in curtailing press freedom in the name of
nafional security”. It added that in “today’s information environment, both digital and
analogue, journalists’ risk being personally attacked, or their stories dismissed as simply
‘fake news'. This means powerful elites can operate without accountability” .3

"My sense is that | don't think the region is doing very well in terms of dealing with the
cybersecurity and digital, as well as data, issues,” stated Dr. Allen Munoriyarwa, senior
lecturer in media studies at the University of Botswana, in an interview for this study+.
“There seems to be a deliberate attempt across the region to use regulations around
cybersecurity, around digital security, around data, to weaken civil society, to weaken
the press, to weaken the media and even individual journalists. | think the trend is that
regimes seem to be learning from each other.”

~——

These sentiments and the state of media freedom, as well as the generally perceived
state of freedom of expression, across the region were especially concerning against
the backdrop of nine of the sixteen SADC member states having or moving towards
major elections in late 2023 and through 2024, starting with Zimbabwe in August 2023,
at the time that this report was being finalised. Elections across the region remain
highly tense and sensitive periods, prone to political violence in some countries. In
such voldatility it often is the case that the media, as well as critical civil society actors,
become the earliest and primary targets of vilification, harassment and intimidation
by political elites championing their causes on the election trails. This increasingly plays
out in both the so-called ‘stable’ democracies in the region and the more repressive
regimes.

Evidence is mounting of how regional governments have been using newly minted
cybersecurity or cybercrime laws, in conjunction with criminal procedures or penal
codes, as well as media and civil society regulatory mechanisms, to clampdown on
critical journalists and civil society and political activists during election times. This
report sheds light on some of this ample evidence and testimony concerning these
anti- and undemocratic and human rights-violating practices and occurrences.

3 Karen Allen, “Journalism on trial in Africa: fortitude and fake news”, Institute for Security Studies, 26 June 2023.
4 Interviewed via Zoom on 25 July 2023.
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KEY OBSERVATIONS

Against this backdrop, in terms of key observations to be drawn from the unfolding
trends evident across the region, the following should be noted and underscored:

(1)

)

i)

(iv)

(v)

(Vi)

While most SADC member states have since the early 2010s, and earlier,
infroduced and implemented cyberspace, cybersecurity and/or
cybercrime related laws, at the time of compiling this report in mid-2023,
some states — such as Namibia and Lesotho — were sfill in the process of
finalising substantive laws and regulatory frameworks for enactment or
implementation;

Aside from the democracy and human rights challenging aspects
emerging from the latest regional trend to legislate for cyberspace, all
SADC member states already had or have arange of problematic laws and
regulatory frameworks, from colonial era laws or outdated post-colonial
frameworks to more recent press laws or penal code amendments, on their
statute books that can be or have been used for repressive purposes;

In this regard, over the years, the primary tools used to clampdown on the
media, as well as civil society and political opposition in countries across the
region, have been criminal defamation or insult provisions, as well as
‘decency’, ‘national security’ or ‘public order’ provisions, among others, in
criminal procedures laws or penal codes, along with media registration and
communications regulatory mechanisms and, of late, provisions related to
the dissemination of what can broadly be labelled as ‘fake news’;

Concerningly, in many instances where repressive state practices have
been recorded and reported, such practices have occurred as a result of
low enforcement and/or state security actors having acted extrajudicially;

Similarly, media freedom and free expression violations have occurred
where law enforcement and/or state security overreach have been
enabled by poorly developed or under-developed law or regulatory
provisions;

At the same time, across the region human rights safeguards, along with
public oversight guardrails, and fransparency and accountability
mechanisms, where such exist, are generally also poorly developed or
under-developed in law and regulation, and especially so in the context of
cybersecurity or cybercrime law and regulation;
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(vij  The enabling of state surveillance abuse and/or overreach — especially
through mass surveillance enabling legislative and regulatory measures —
has become a primary concern, particularly for media freedom advocates,
in the context of cybersecurity and/or cybercrime law and regulatory
crafting and drafting in the SADC region.

Considering the key observations, the following are worth noting at a country-level:

ANGOLA: There are several content-based offences in the Penal Code that could
inhibit freedom of expression: including some that appear to have been applied for
this purpose in practice.

BOTSWANA: Certain provisions of the Penal Code that criminalise specific forms of
expression seem to have been used repeatedly against media practitioners, in
respect of both online and traditional media.

COMOROS: Comoros is one of the few countries in the world (and the only SADC
country) that has not ratified the International Covenant on Civil and Political Rights
(ICCPR). The rule of law is considered weak, and journalists are frequently arrested
and intimidated over their reporting.

DEMOCRATIC REPUBLIC OF THE CONGO (DRC): The Digital Code regulates online
media, and (amongst other things) provides prison sentences and heavy fines for
offences related to social networks. It gives authorities power to imprison journalists for
sharing information electronically.

ESWATINI: Arbitrary arrest and detention of journalists have become commonplace
in eSwatini. In addition to government arrests and intimidation, there is an increasing
trend of civil defamation cases against the media particularly by rich and powerful
individuals.

LESOTHO: Lesotho’s Penal Code and Communications Act have been used to target,
arrest and prosecute journalists in recent times.

MADAGASCAR: Defamation and insult clauses in the cybercrime law have been used
to arrest, charge and prosecute journalists on a number of occasions.

MALAWI: Numerous incidents since 2020 show how cybercrime offences under the
Electronic Transactions and Cyber Security Act have been applied against journalists
and persons who post on social media.

MAURITIUS: The Independent Broadcasting Authority Act allows a judge in Chambers
to require journalists fo reveal their sources without any legal safeguards, while in
recent times the Information and Communication Technology Act has been used
repeatedly to arrest and prosecute social media users.

MOZAMBIQUE: The Penal Code has been used to arrest and charge journalists with
engaging in terrorism. Harassment, assault and intimidation of journalists, and civil
society actors, have become part of the country’s media and civic spaces.
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NAMIBIA: At the time of publishing this report, Namibia was the only SADC country
without a dedicated cybercrime law or a set of cybercrime offences in a broader
law.

TANZANIA: The Cybercrimes Act and the Media Services Act have been used
repeatedly to muzzle free expression and prosecute journalists over recent years.

SEYCHELLES: While journalists were generally free to do their work and were not
subjected to arrests or violence, there are several aspects of the Penal Code that
threaten freedom of expression and of the media.

SOUTH AFRICA: While South African courts have upheld the common law crime of
defamation, the courts have also been robust defenders of freedom of expression
and media freedom in the post-apartheid era.

ZAMBIA: Specific sections of Zambia’s Penal Code have been used over recent years
to arrest and charge journalists, while sections of the Cyber Security and Cyber Crimes
Act have been used to intimidate the media.

ZIMBABWE: The Criminal Law (Codification and Reform) Act, as amended by the
Cyber and Data Protection Act, has in recent times been the basis of arrests of
journalists and numerous others for offences related to expression.

CONCLUSIONS

(i) Despite the clear reliance on the Malabo Convention, the SADC Model
Law and in some cases the Budapest Convention, there is still a great deall
of variation across the region in both technical and content-based
offences. While local adaption is not a bad thing, one question to consider
is whether the variations in natfional laws  will affect international
cooperation on cybercrimes, which often involve multiple jurisdictions.

(ii) Content-based criminal offences are the ones most often employed to
inhibit speech, and these are most often contained in laws other than
cybercrime law, such as Penal Codes. Criminal defamation and outdated
lows on sedition, “public order” and criticism of government officials are
amongst the most common culprits. Some countries (such as Madagascar,
Malawi, Tanzania and Zimbabwe) include ill-defined content-based crimes
aimed at “insult”, “harassment”, “disturbing the peace” or publishing false
information in their cybercrime legislation - which are in some cases so
widely and vaguely drafted that they invite subjective application. Topics
such as there can be covered in clear and narrowly-defined ways that are
more precisely targeted.

(i) Cybercrime laws often have provisions prohibiting access to or use of
materials originally obtained via illegal access to computer systems, which
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(vii)

(viii)

could affect journalists’ use of materials from whistleblowers or caches of
documents such as Wikileaks or the Panama Papers. We found no
evidence of this concern playing out in practice yet, but many cybercrime
lows are new and perhaps not yet widely applied.

Take-down procedures which do not involve judicial decision-makers are
of concern, although these do not seem to have not yet inspired much
discussion or debate in the region to date. This is an area which warrants
more-in-depth study, as such provisions can be used to remove online
speech on the mere allegation of illegality without sufficient safeguards —
and can be particularly dangerous when combined with vague content-
based criminal provisions that provide a wide basis for alleging illegality.
There is significant variation in the mechanics of such procedures across the
region, which could be usefully compared and contrasted, with a view to
developing detailed regional recommendations. It would also be useful to
collect data on how widely used such provisions are, and inrespect of what
kinds of speech.

Prior restraints on speech tended to take the form of discretionary
mechanisms for suspending media activity or revoking media licences.

There is a need for aftention to the independence of regulatory bodies -
partficularly where they have significant degrees of discretion (such as the
discretion of suspend or cancel media licences). There also appears to be
scope for more exploration of relationships between government
regulatory systems and self-regulatory media bodies - an area that is
already under discussion and debate in some countries, such as South
Africa and Lesotho. Procedures for appointment, accountability and
representation of a wide spectrum of stakeholders warrant more detailed
examination - along with the question of how the bodies that administer
cybercrime regulations will fit into overarching schemes for media regulation.

Where there is political will to inhibit speech, legal tools will be found. Some
SADC counfries have used mechanisms as unexpected as aviation
regulations, allegations of non-payment of utility accounts and bogus
charges of illegal drug ftrafficking to harass journalists. Legal tactics to
conftrol speech that is critical of government are likely to become even
more pronounced as many crucial elections take place in the SADC region
in 2023-2024.

One area that could be further explored is the power of the government to
close down internet access, either partially or completely. This power was
not typically found in cybercrime laws, but in more general laws on
electronic communications.
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(ix) Cybercrime and related media laws are rapidly evolving across the region,
with many new developments. This means that even recent research in this
field quickly becomes outdated and must be frequently revised and
refreshed.

RECOMMENDATIONS FOR FURTHER REGIONAL RESEARCH

Against this backdrop, the following general recommendations are proffered:

FOR SADC GOVERNMENTS:

(i) Laws regulating freedom of expression and media freedom should be brought in
line with best practice guidance and standards and reflective of compliance
with international and continental instruments that speak to protecting and
enhancing such freedoms;

(i) SADC member states are encouraged to look to international and continental
best practice guidance and examples, such as the Malabo Convention,® in the
context of domestically legislating for cyber security and cybercrime, and to
bring laws and regulatory frameworks in line with such guidance and examples;

(iii) In this regard, states are also encouraged to look to the Declaration of Principles
on Freedom of Expression and Access to Information in Africa as guidance in
law, policy and regulatory crafting and drafting in the context of free expression
and media freedom, as well as cyber security and cybercrime related matters;é

(iv) In line with the above, states are explicitly encouraged to build out, where
necessary in cyber security and cybercrime laws and regulatory frameworks,
meaningful and effective public and judicial oversight and fransparency
mechanisms as necessary guardrails against executive, law enforcement and
state security abuse and overreach;

(v) Similarly, in the context of elections, states are encouraged to give life to the
Guidelines on Access to Information and Elections in Africa, both legislatively
and practically;”

(vi) SADC member states are encouraged to revisit and review criminal defamation
and insult provisions, that generally adversely impact media freedom, in their
criminal procedure and penal codes with a view to bringing such measures in

5 African Union Convention on Cyber Security and Personal Data Protection, African Union, 27 June 2014.

& The Declaration of Principles of Freedom of Expression and Access to Information in Africa, African Commission on Human
and Peoples’ Rights, 10 November 2019.

7 Guidelines on Access to Information and Elections in Africa, African Commission on Human and Peoples’ Rights, 15
November 2017.
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line with best practice, either through repealing them or updating them, in line
with domestic constitutional arrangements.

FOR JOURNALISTS AND THE MEDIA:

(vii) Journalists and the media in countries across the region are encouraged
to continuously and persistently focus the glare of public scrutiny on law and
regulatory crafting and implementation that threaten freedom of expression
and media freedom, both domestically and regionally;

(viii) Specifically, journalists and the media in general are encouraged to
proactively engage with law, policy and regulatory crafting and drafting
processes — on such issues as promoting the repeal of criminal defamation
provisions — that could impact media freedom and freedom of expression
generally;

(ix) In the same vein, journalists and the media in countries across the region
are encouraged to continuously and persistently contribute to raising public
awareness and knowledge of the content and potential impacts of state-driven
actions in the realm of cyberspace law and regulation;

(x) Regionally, journalists and media organizations are encouraged to form
effective information and advocacy sharing networks that engage at the
highest levels with regional governments and international stakeholders on
media freedom issues in the digital age.

FOR CIVIL SOCIETY:

(xi) Domestic and regional civil society actors are encouraged to form
alliances and collaborations with local and regional media actors to raising local
and regional public awareness and knowledge of the content and potential
impacts of state-driven actions in the realm of cyberspace law and regulation;

(xii) Similarly, human rights and civil society actors, both domestically and
regionally, are encouraged to continuously and persistently focus the glare of
public interest advocacy on law and regulatory crafting and implementation
that threaten freedom of expression and media freedom, both domestically and
regionally.
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FOR FURTHER REGIONAL RESEARCH:

Much recent regional analysis has been more descriptive than analytic, particularly
when broad topics are covered. Therefore, one useful way forward would be to
contrast and compare more narrow, specific topics across the SADC region.
Suggestions in this regards would be the following:

e Criminal defamation, and regional strategies for advocacy to repeal this crime
where it survives.

e Broad and vague laws on the content of speech, including insult, harassment,
sedition, “public order”, criticism of government officials and the publication of
false information

o Take-down procedures, which are currently found in a variety of laws, with a
variety of different approaches - most of which give key decision-making powers
to service providers without sufficient monitoring or supervision.
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INTRODUCTION AND METHODOLOGY

CHAPTER 1: INTRODUCTION AND METHODOLOGY

This report analyses cybercrime legislation in the SADC region, which could have
negative implications for freedom of expression generally and media practitioners in

particular.
THE SIXTEEN COUNTRIES
IN THE SOUTHERN AFRICAN DEVELOPMENT COMMUNITY (SADC)
ANGOLA MAURITIUS
BOTSWANA MOZAMBIQUE
COMOROS NAMIBIA
DEMOCRATIC REPUBLIC OF CONGO SEYCHELLES
(DRC)
ESWATINI SOUTH AFRICA
LESOTHO TANZANIA
MADAGASCAR ZAMBIA
MALAWI ZIMBABWE

THE APPROACH TO THE ANALYSIS

CYBERCRIME CAN BE DIVIDED INTO THREE CATEGORIES:

CATEGORY ONE:

Crimes where a computer or an information system is the object of the crime, such
as hacking, the spread of malware or other actions that compromise the
confidentiality, integrity and availability of computer data and systems (sometimes
called “cyber-dependent crimes”)

CATEGORY TWO:
Crimes where a computer is used as a tool to facilitate the crime, such as fraud and
identity theft (sometimes called “cyber-enabled crimes”)

CATEGORY THREE:
Specific content-related offences, such as the use of computers to spread child
pornography or hate speech.8

IN THIS ANALYSIS, THE FIRST TWO CATEGORIES WILL BE GROUPED TOGETHER AS
“TECHNICAL OFFENCES" IN CONTRAST TO “CONTENT-RELATED OFFENCES".

8 See, for example, Assessing Cybercrime Laws from a Human Rights Perspective, Global Partners Digital, [2022], page 9;
Kirsty Phillips et al, “Conceptualizing Cybercrime: Definitions, Typologies and Taxonomies”, 2(2) Forensic Science 2022, pages
379-398; Prof. Dr. Marco Gercke, “Understanding cybercrime: phenomena, challenges and legal response”, International
Telecommunications Union, 2012, Chapter 2; “Cybercrime”, United Nations Office on Drugs and Crime (UNODC), undated
(accessed 23 June 2023).
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INTRODUCTION AND METHODOLOGY

It is beyond dispute that cybercrime is on the rise in the SADC region, as
elsewhere, and that there is a need for legal tools to combat cybercrime.
However, one recent analysis asserts that there has been insufficient attention
to the human rights impact of cyber legislation in most Southern African
countries:

With regards fo the human rights impact assessment in the development of
cybercrime legislation and regulations, the region is at starf-up stage, where
there is no evidence of human rights impact assessments during the
development of cybercrime legislation or cybersecurity regulations in the
majority of countries. South Africa is the most advanced in this aspect; the

— country’s cybercrime law recognises the fundamental human rights on the

internet, including privacy online, freedom of speech, freedom of information,

and freedom of assembly and association. While all countries have laws that
protect human rights, due care has to be taken in the development of

cybercrime legislation to ensure that the law also protects human rights

_ online.?

9 “Southern African Development Community Cybersecurity Maturity Report 2021”, Cybersecurity Capacity Centre for
Southern Africa (C3SA), 2022, page 48 (footnote omitted).
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This research report will focus on provisions that are drafted in a way that could allow
them to be applied to inhibit freedom of expression, and provisions that have in fact
been used to limit press freedom or public debate. At the same time, brief descriptions
of all the offences covered in SADC cyberlaws will be included, to allow easy
comparison and contrast.

SIMPLIFIED EXPLANATIONS OF TECHNICAL TERMINOLOGY USED IN
CYBERCRIME LAWS

Biometrics: records of unique physical characteristics such as fingerprints, voice,
and retfina used to identify an individual’s identity

IP address: (Internet Protocol address): a unique numeric address used by
computers on the Internet

Malware: computer code with malicious intentions

Preservation order: an order directing a person with access to a computer or a
computer system to preserve specified data to that it can be accessed in future
by law enforcement officials

Production order: an order directing a person with access to a computer or a
computer system to produce specified data to law enforcement officials

Service provider: any public or private entity that provides users with the ability
to communicate by means of a computer system

Spam: unsolicited commercial email

Traffic data: information about communication via a computer or a computer
system that indicates the communication’s source, destination, route, format,
intent, time, date, size, duration, or type - but not its content.

Unavuthorized access: can include any access that violates the stated security
policy for a computer system or a website.

Based in part on the Handbook: The Language of Cybercrime, European Judicial
Training Network, 2017
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Technical cybercrime offences can be applied in the journalism context in several
ways. For instance, information illegally obtained from a computer system might be
given to a journalist by a hacker or a whistleblower, or a journalist might obtain
information from an online depository that publishes data from such sources.'©
Another example is where investigative journalism might involve posing as an ordinary
customer or user on a computer system, adopting a fake identity on social media to
expose a trafficker or a child pornographer, altering tfracking cookies, disguising an IP
address or gaining unauthorised access to a computer system to expose a security
vulnerability.'' Yet another example involves the use of automated tools to load and
read information from a website in order to facilitate subsequent analysis (“scraping”),
which may be prohibited by the terms of service of the targeted websites — and thus
constitute unauthorised access.'? The ethics of some such practices can be debated,
but one issue to consider is whether African cybercrime laws are drafted with sufficient
specificity and attention to intent to avoid catching good-faith journalism in their
net.13

According to Human Rights Watch:

A core element of cybercrime laws is usually the criminalization of unauthorized or
illegal access to and interference with computer systems and data. These provisions
: can provide important safeguards against privacy violations and generally
strengthen cybersecurity. However, these laws can undermine human rights when
they are overbroad, such as by criminalizing mere access to computer systems and
data, regardless of intent and without allowing a public interest defence. 4

10 John General, “Analysis: For Journalists, Using Hacked and Surveillance Data Creates Tough Ethical Decisions”, The Click,
13 October 2021.

11 See, for some examples, Caroline O’Donovan, “Hacking in the newsroom? What journalists should know about the
Computer Fraud and Abuse Act”, Nieman Lab, 3 March 2014 (discussing a US cybercrime statute); Katitza Rodriguez et al,
“Protecting Security Researchers’ Rights in the Americas”, Electronic Frontier Foundation, 16 October 2018; Deborah Brown,
“When Digital Rights and Cybercrime Collide: A Trial to Watch in Ecuador”, Opinio Juris. 10 November 2021.

12 “Abuse of Cybercrime Measures Taints UN Talks”, Human Rights Watch, 5 May 2021; Katitza Rodriguez et al, “Protecting
Security Researchers’ Rights in the Americas”, Electronic Frontier Foundation, 16 October 2018. According to this article,
one US court found that scraping information from a public website “is merely a technological advance that makes
information collection easier; it is not meaningfully different from using a tape recorder instead of taking written notes, or
using the panorama function on a smartphone instead of taking a series of photos from different positions”.

13 Rainey Reitman, “When Computer Crimes Are Used To Silence Journalists: Why EFF [Electronic Frontier Foundation]
Stands Against the Prosecution of Glenn Greenwald”, Electronic Frontier Foundation, 24 January 2020 (suggesting that
references to malicious intent in cybercrime laws can help avoid misuse of cybercrime laws against journalists and
researchers).

14 “Abuse of Cybercrime Measures Taints UN Talks”, Human Rights Watch, 5 May 2021.
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A second category of potentially
problematic legal provisions concerns
content-based crimes such as
harassment, hate speech, criminal
defamation or the publication of “fake
news” that may be found in laws on
cybercrime, general penal codes or

“Laws — from sedition to censorship — have long
been used to punish journalists and suppress media
freedom. That practice has been revived by some
States with a new ferocity in the digital age. The
arsenal of legal weapons has broadened to
include criminal cyberlibel, anti-terrorism,
cybersecurity and fake news laws. In many
instances, punishment for online publication is

more severe than print or broadcast. Additionally,
libel, income tax or other financial investigations
and vexatious and frivolous lawsuits are commonly
used to harass and intimidate journalists or media
outlets.

other legislation. Again, there is
undoubtedly a legitimate need for
prohibitions on online harassment and
hate speech. The focus here will again
be laws that are crafted in a way that
violates international standards, or | L] , , . ,
provisons worded In an overly-broad | ATeH &1 rosecutonscfjouralts acng o
manner that could allow for abuse. At | onyy to intimidate and punish the individuals

the moment, these appear to be the | charged but also to create a climate of fear,
types of provisions which are being chilling critical reporting by other journalists.”
most commonly used in practice to

stifle  freedom of expression in the
SADC region.

“Reinforcing media freedom and the safety of
journalists in the digital age”, Report of the Special
Rapporteur on the promotion and protection of
the right to freedom of opinion and expression,
Irene Khan, A/HRC/50/29, 20 April 2022,
paragraphs 51 and 53

A third area of concern involves laws
relating to state surveillance - such as
laws on SIM card registration or other
records of internet users, the retention of telecommunications and internet data and
access to such data, and legal authority for interception of the content
communications or the confiscation of communications devices. Again, there is
undoubtedly a legitimate need for effective crime-fighting tools, but it is important
that laws on these topics are appropriately targeted with sufficient safeguards against
abuse — such as requirements for judicial oversight and guidelines for the exercise of
judicial discretion in authorising state surveillance activities.'> These provisions are
often part of cybercrime laws, or else work hand-in-hand with them, as explained by

Human Rights Watch:

—

Cybercrime laws often establish new investigative powers, including allowing authorities to
intercept, retain, and access people’s data. Obtaining data from internet service providers and
other online services such as social media platforms or cloud storage services can be essential
for prosecuting cybercrime. But some laws require disproportionate data collection and
retention without judicial oversight and basic due process protections. In some cases, law
enforcement may be able to obtain stored subscriber data, traffic data, and even content
data, directly and in real tfime. Laws also often impose harsh sanctions on companies for failure
to retain data and provide access to law enforcement.

15 See, for example, “The right to privacy in the digital age: Report of the United Nations High Commissioner for Human Rights”,
A/HRC/39/29. paragraph 34: “Surveillance must be based on reasonable suspicion and any decision authorizing such surveillance must
be sufficiently targeted.”
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[...]

The UN Office of the High Commissioner for Human Rights has criticized governments
for imposing mandatory obligations on service providers to retain communications
data for extended periods because such requirements limit people’s ability to
communicate anonymously, create the risk of abuses, and may facilitate disclosure to
third parties, including criminals, political opponents, or business competitors through
hacking or other data breaches.¢

~——

As a fourth topic, each chapter will also include a brief discussion of take-down
provisions. Many SADC countries include take-down provisions in their electronic
transactions’ laws, following the example in the SADC Model Law on Electronic
Transactions and Electronic Commerce,’ although some of these provisions are
found elsewhere. The reason why these provisions are included in this analysis requires
some explanation. The concept of take-down notifications is to allow online platforms
to quickly remove content allegedly to be illegal. The alleged illegality might concern
infringements of copyright law or prohibitions on child pornography, non-consensual
sharing of infimate images or hate speech (amongst other things). If service providers
remove offending material expeditiously in response to such notification, they avoid
liability for the content. However, in practice, such provisions raise several concerns.
Firstly, they push online platforms to be overly cautious, pre-emptively removing
content that may not actually be illegal. Secondly, they force the person who placed
the content online to bear the burden of proving that the material does not infringe
any rights if they want the content to be restored to the platform — and many take-
down procedures do not require any notice to the person who is the source of the
removed content or provide for any appeal process. Thirdly, notice and take-down
procedures have in some countries generated a need for the use of algorithms to
speed up the removal process, and this can lead to inaccuracies that result in the
removal of material that is not problematic. In short, these provisions are flagged
because they can effectively erase legal speech in some circumstances.'®

A fifth area of attention concerns election laws that affect freedom of expression.
Nine SADC countries have elections slated to take place during late 2023 or 2024, 1?
which makes examination of the potential brakes on free discussion and debate
particularly important in those jurisdictions. For these nine countries, the paper

16 “Apuse of Cybercrime Measures Taints UN Talks”, Human Rights Watch, 5 May 2021.

17SADC Model Law on Electronic Transactions and Electronic Commerce, section 35.

18 See, for example, Juan Londofio, “Content Moderation Using Notice and Takedown Systems: A Paradigm Shift in Internet
Governance”, Insight column, American Action Forum, 8 November 2021.

19 “Elections Calendar for SADC-2022-t0-2026", SADC Parliamentary Forum website; “SADC Elections Calendar”, GENDER &
Development in SADC and Southern African Research and Documentation Centre (SARDC); Dr Tabani Moyo, “States in
Southern Africa cracking down on free expression online”, Media Institute of Southern Africa (MISA), 22 February 2023;
“IFES Election Guide: Madagascar”, International Foundation for Electoral Systems. Elections for the National Assembly were
set to take place in Malawi in 2024, but the Parliamentary and Presidential Elections Act (PPEA) Amendment Act, 2020
extended the term of office for Members of Parliament and ward councillors by one year so that harmonised presidential,
parliamentary and local elections can take place in 2025. Enelless Nyali, “Elections May 19”, The Nation. 25 February 2020.
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considers legal provisions that apply specifically to freedom of expression, media
coverage and Internet access during elections, to see if there are any particular
vulnerabilities.

COUNTRY TYPE OF ELECTION NEXT ELECTION
Botswana President (indirect), General Elections October 2024
DRC President, National Assembly December 2023
Eswatini Parliament September 2023
Madagascar President, National Assembly, November 2023
Mauritius General Elections November 2024
President (indirect) December 2024
Mozambique Local Government October 2024
President, National Assembly October 2024
Namibia President, No’rionol Assembly, Regional November 2024
Councils
. Provincial legislatures May 2024
South Africa President (indirect), Parliament May 2024
Zimbabwe President, Parliament, Local Government August 2023

Additionally, there are miscellaneous legal provisions that might be applied to restrict
freedom of expression — such as the misuse of civil defamation to silence activists, or
general laws on topics such as terrorism, national security, money laundering and
“foreign agents”. A detailed examination of such laws is beyond the scope of this
paper, but they will be mentioned in respect of countries where such laws have
actually been used against journalists, civil society or opposition politicians — and
partficularly if they arise in tandem with cybercrime issues.

Legislation is considered along with literature on the relevant topics, court cases and
media reports about the application of specific laws focusing on incidents dating from
2020 to the present. In fact, the case studies appear before the legal discussion in
each analysis, to ground each discussion with information about how laws are being
applied (or misapplied) in practice.

In addition, because what exists on paper does not necessarily match what takes
place in practice, the analyses will be informed by virtual interviews with journalists,
civil society representatives and academics in the region, with a focus on the
countries with elections scheduled for 2023 or 2024.

Analysis of the specific wording of the various cybercrime offences has been guided
in part by the Comprehensive Study on Cybercrime drafted by the United Nations
Office on Drugs and Crime (UNODC).2

20 Comprehensive Study on Cybercrime, United Nations Office on Drugs and Crime (UNODC), draft dated February 2013.
Despite its designation as a draft, this appears to be the most recent version of the document. See “Open-ended
intergovernmental expert group meeting on cybercrime”, UNODC website, undated, (accessed 23 June 2023), which links to
the 2013 draft as well as various country comments on that draft.
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WHAT IS NOT COVERED

Most every cybercrime law in the region includes one or more offences relating to
investigations — criminalising the disclosure of details about a confidential criminal
investigation that is underway, obstruction of an investigation in some way, or arefusal
by service providers to facilitate an investigation in accordance with the duties under
the law. These provisions have not been included in the analysis.

The analysis also omits discussion of provisions providing for extra-territorial jurisdiction
in respect of cyber offences.

Laws relating specifically to information about the Covid-19 pandemic — which in
some instances included stringent curtailments of free expression — are also not

considered in this analysis because of their specific application.

THE STRUCTURE OF EACH CHAPTER

Each SADC country is considered
individually, with the country analyses
presented in alphabetical order. The
chapter on each country opens with a table
of “key indicators” that quotes the country’s
constitutional provisions on freedom of
expression and, for context, the country’s
ranking in the 2023 World Press Freedom
Index, as well as listing the key laws that are
examined.

The discussion of each country is presented
as follows:

1. Context: This section gives a brief
overview of the regulatory system that
affects different forms of expression.

2. Constitution: This section provides a
short discussion of the constitutional
framework on freedom of expression,
and a summary of key cases where it
has been applied.

3. Case studies: This section considers
recent examples where laws have
been applied in an attempt to
constrain freedom of expression.

2023 WORLD PRESS FREEDOM INDEX

This is an annual ranking conducted by
Reporters Without Borders, based on a
definition of press freedom as “the ability of
journalists as individuals and collectives to
select, produce, and disseminate news in
the public interest independent of political,
economic, legal, and social interference
and in the absence of threats to their
physical and mental safety.”

Each country is scored on the basis of a
quantitative count of abuses against media
and journalists in connection with their work,
and a qualitative analysis of the situation in
each country based on the responses of
press freedom specialists (including
journalists, researchers, academics and
human rights defenders) to a questionnaire
that considers each country’s political,
economic and socioeconomic context as
well as its legal framework and the physical,
psychological, emotional and professional
safety of media practitioners.

Note that the regional groupings in this
index group North Africa with the Middle
East, ranking 48 countries in the remainder
of Africa.

World Press Freedom Index, “Methodology”
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4, Cybercrime legislation and other legal provisions relevant to freedom of
expression: Although the focus of the research is cybercrime law, in practice,
content-based offences in both cybercrime laws and other laws are most
commonly utilised in practice to restrict freedom of expression. Thus, rather
than being considered in isolation, the cybercrime laws are discussed
alongside other offences which are or may be used to limit speech. This
discussion includes information about relevant procedural law as well,
including provisions on state investigative powers, state surveillance, SIM card
registration and take-down notifications.

5.  Election law and freedom of expression: In respect of the SADC countries
where elections will take place in 2023 or 2024, specific laws and regulations
relating to freedom of expression during election periods will be briefly
considered.

There is no attempt to draw overarching conclusions in respect of each country’s
cyber laws. In virtually every case, some specific cybercrimes and related offences
are well-crafted while others are overbroad or vaguely defined, which increases
opportunities for subjective application. The focus is to discuss specific legal
provisions, with an indication of both good and bad practice in respect of individual
provisions.
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INTERNATIONAL STANDARDS, MODELS AND GUIDELINES

CHAPTER 2: INTERNATIONAL STANDARDS, MODELS
AND GUIDELINES

The right to freedom of expression is a foundational right that is protected under
the Universal Declaration of Human Rights,?' the International Covenant on Civil and
Political Rights?2 and the African Charter on Human and Peoples’ Rights.?

Significantly, the International Covenant on Civil and Political Rights provides for the
restriction of freedom of expression only where this is imposed by law and necessary
for the protection of the rights or reputations of others, or the protection of national
security, public order or public health or morals.2* The UN Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression has
elaborated this test as follows:

—

Firstly, the restriction must be provided by law in precise and clear terms, and